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|. IlepeyeHb 0003HAYEHHH U COKpPAIIEH Ui

APM — aBTOMaTH3HpOBaHHOE paboUee MECTO

BU — BunoBas nadopmarus

BTCC — BcnomoraTtenbHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCTIIn — nndopmaliioHHas cuctemMa nepCcoHalIbHBIX TaHHBIX
K3 — koHTpONupyemas 30Ha

MD — MeKCceTEeBOM IKpaH

HJ/IB — HEenekmapupoBaHHbIE BO3MOXKHOCTH

HC/I — HecaHKIITMOHUPOBAHHBIN TOCTYII

OBII/lH — obGecnieyeHne 6€30MaCHOCTH MEPCOHANIBHBIX TAHHBIX
OC — onepanroHHasi CHCTEMA

[1/TH — nepcoHanbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE

[10O — nporpamMmmHOE obecrieueHue

[I9MUMH — no6oyHbIE 37EKTPOMArHUTHBIE U3TYUYE€HUSI U HABOJKH
PU — peuesast unpopmanus

CBT — cpencTBO BBIYMCIUTENBHON TEXHUKA

C3U — cpencTBo 3aumThl HHGOpMaIUU

CIIN — creranorpaduueckoe npeodpazoBaHue HHPOpMALIUU
COVIIU — cnienranbHbIe JIEKTPOHHBIE YCTPOMCTBA MepexBara nHMOpMaIuu
TKYU — Texauueckuii KaHaj yreuku uHpopMauu

TCOMU — Texaudeckue cpencrBa 00padboTku nHbOpMaIuu
VYBIIx — yrpo3bl 6€3011aCHOCTH MEPCOHATBHBIX JTAHHBIX

WP - undopmanmnoHHbI#i pecype

IITC - nporpaMMHO-TEXHHUYECKHE CPEACTBA

CK3MH - cpencrBa kpuntorpapuyueckoil 3anuThl HHPOPMAITHH
®OCb - denepanbHas ciry)0a 6€30M1aCHOCTH;

DOCO - denepanbhas ciyxba OXpaHbI;

OCTOK - denepanbHast ciykba M0 TEXHUUECKOMY U IKCIIEPTHOMY
KOHTPOJTIO.

ABTOMATH3MPOBAHHAS CUCTEMA — CUCTEMA, COCTOSILAS U3 MIEPCOHANA U
KOMIIJIEKCA CPEJICTB ABTOMATU3ALNU €0 JIESITEIbHOCTH, peaTnu3yroas
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUS YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTH(UKALMS OTHPABUTESI JAHHBIX — IMOJATBEPXKIECHUE TOTO, YTO
OTHPABUTEND MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3AIUIIIEHHOCTH
MEPCOHANIBHBIX JJAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO MOJIb30BATENEH,
TEXHUYECKUX CPEICTB U MH(OPMAITMOHHBIX TEXHOJIOTHI 00ECIIeYNTh
KOH()HICHIIMATEHOCTh, MEJIOCTHOCTh M IOCTYITHOCTh MEPCOHANIBHBIX TAHHBIX MPU
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAX MEPCOHATHHBIX JTAHHBIX.
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bioxkupoBaHue nmepcoHaANbHBIX JaHHBIX — BPDEMEHHOE ITPEKPALICHHE
cbopa, cucremMaTu3alyy, HaKOIJICHUS!, UCTIOJIb30BaHMS, PACIIPOCTPAHEHUS,
MEPCOHAIBHBIX IAHHBIX, B TOM YUCJIE UX MIEPEAAYUH.

Bupyc (koMnbIOTEepHBbINH, IPOrPAMMHBbIN) — UCITOJIHAEMBIN TPOTPAMMHBIN
KOJI WUIM UHTEPIPETHPYEMbI HA00p WHCTPYKITUH, 00JIaar0IIII CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOT'O PACIIPOCTPAHEHUS U caMOBOcIipon3BeeHus. Co31aHHbIe
TyOIMKaThl KOMIBIOTEPHOTO BUPYCa HE BCETJ]a COBMAAIOT C OPUTHUHAIIOM,

HO COXPAHSIIOT CHOCOOHOCTh K JAJIbHEUILIEMY PaCIpOCTPAHEHUIO
Y CaMOBOCIIPOU3BEICHUIO.

BpenonocHasi nporpamma — nporpamma, npeaHa3HaueHHas 1S
OCYIIECTBJICHHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYTA U (MJIM) BO3JACUCTBUS Ha
MepCOHAIbHBIE JaHHBIE WM PeCypPChl HH(OOPMAIIMOHHONW CUCTEMBI IEPCOHATIBHBIX
JTAHHBIX.

BcnomoraresbHble TEXHHYECKHE CPEACTBA U CUCTEMbI — TEXHUYECKNE
CpEIICTBA U CUCTEMBI, HE MPEJHA3HAYEHHBIE 715 IepeIaun, oOpabOTKU U XpaHEHUS
IIEPCOHAIBHBIX JTAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMU
CpEIICTBAMH M CUCTEMAaMH, MPEHA3HAYEHHBIMU 111 00pabOTKU MEPCOHATBHBIX
JIAHHBIX, WIH
B IMOMEIIICHUSX, B KOTOPHIX YCTAHOBJIEHBI MH()OPMALIMOHHBIE CUCTEMBI
MEPCOHAIBHBIX TaHHBIX.

JlocTyn B onepaumoHHyI0 cpeay KoMnbrTepa (MHGOPMALIMOHHOM
CHCTEMbI NEPCOHAJIBHBIX JaHHBIX) — IOJIYYEHNE BO3MOKHOCTH 3aITyCKa Ha
BBITIOJIHEHUE ITATHBIX KOMaH/, (YHKIIUH, TIPOIIEYp ONEPAIIMOHHON CHCTEMBI
(YHUYTOKEHHUSI, KOTIMPOBAHUS, TIEPEMEIICHHUS U T.I1.), UCTIOTHSAEMBIX (pailioB
MPUKIIATHBIX IPOTPaMM.

Joctyn kK nHGOpMAaIUM — BO3MOXKHOCTD TTOJIy4eHUS] THGOPMAIIHH U
€€ UCITOJIb30BAHUS.

3akJia10uHOe YCTPOMCTBO — AJIIEMEHT CPEICTBA CheMa HHPOpMALIIH,
CKPBITHO BHEJIPSIEMbIN (3aKJIaJbIBAEMbIi UJIM BHOCUMBII) B MECTa BO3MOKHOTO
chema uHbopManuy (B TOM YHCIIC B OTPaXACHUE, KOHCTPYKIIUIO, 000pyI0BaHKE,
MPEIMETHI UHTEPbEPA, TPAHCIIOPTHBIE CPEJICTBA, & TAKKE B TEXHUUECKUE CPEACTBA
U CUCTEMBI 00paboTKu nH(pOpMaIUn).

3amumaemasi uHpopmanust — HHGOpPMaLIUS, SBISIFOLIASCSA TPEAMETOM
COOCTBEHHOCTH W TIOJIJICKAIIIAsl 3AIIUTE B COOTBETCTBHH C TPEOOBAHUSIMU
MPABOBBIX JOKYMEHTOB UJIM TPEOOBAHUSIMH, YCTAHABINBAEMBIMU COOCTBEHHUKOM
uHbOpMaInu.

Nnentudukanusa — mpucBoeHne CyObeKTaM U 00bEKTaM J0CTyTa

uneHTudukaropa u (WiIM) CpaBHEHUE MPEIBIBISIEMOTO HISHTU(PUKATOPA C
MIEPEYHEM MPUCBOEHHBIX UIEHTU(UKATOPOB.
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NudopmMaTUBHBII CHTHAJ — SJICKTPUUYECKUE CUTHAJIBI, aKyCTHUYECKHE,
AIIEKTPOMArHUTHBIC U IpyTUE PUZNYECKHUE TOJIS, 10 IMapaMeTpaM KOTOPBIX MOKET
OBITh pacKphITa KOH(GUICHIIHMATbHAS HHPOpMaIus (IepcoOHaTbHBIC TaHHBIC),
oOpabaTeiBaeMast B UH()OPMALIMOHHOW CUCTEME MEPCOHATBHBIX TAHHBIX.

HNudopmanuonHas cucreMa nepcoHaIbHbIX JAHHBIX — 3TO
UHPOPMAITMOHHAS CUCTEMA, TIPEICTABIISAIONIAs COO0 COBOKYITHOCTH
MEPCOHANBHBIX JaHHBIX, COAEPXKAIUXCS B 0a3e JaHHBIX, a TAKXKE
WH(POPMAITMOHHBIX TEXHOJIOTHH U TEXHUUYECKUX CPEACTB, MO3BOJISIOIINX
OCYIIIECTBIATh 00pa0OTKY TaKWX MEPCOHATBHBIX TAHHBIX C HCIIOJIb30BAHHEM
CPEICTB aBTOMAaTU3allUU WIIN
0€3 HCIIOTh30BaHMI TAKUX CPEJICTB.

NudopmanuoHHbIe TEXHOJOTHM — TIPOIECCHI, METOABI TIOUCKa, cOopa,
XpaHeHus1, 00pabOTKH, MPEAOCTABIEHUS, PACHPOCTPAHEHUS HHPOPMALIH U
CHIO0COOBI OCYIIECTBICHHSI TAKUX IPOLIECCOB U METOJIOB.

HcTouHuK yrpo3bl 6e30nacHOCTH HHPOPMAIUM — CYyOBEKT AOCTYTIA,
MaTepuaIbHbI OOBEKT WK (PU3UUYECKOE SIBICHUE, SIBISIONIMECS TPUUUHOMN
BO3HUKHOBEHUS yIpO3bl 0€30MaCHOCTH H(OPMALIUH.

KonTpoaupyemasi 30Ha — 3TO IPOCTPAHCTBO, B KOTOPOM UCKIIFOUEHO
HEKOHTPOJIMPYEMOE MPEObIBAHUE COTPYIHUKOB U MTOCETUTENIEH OnepaTopa
Y TTIOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MATEPUAIBHBIX CPECTB.

KonduneHunaabHOCTh NEPCOHATBHBIX JaHHBIX — 00s13aTEILHOE JIJIS
cOOJIIOICHUST OTIEPATOPOM WJTM MHBIM MOJTYUYUBIIUM JOCTYI K IEPCOHATBHBIM
JTAHHBIM JIMIIOM TpeOOBaHKE HE JOMYCKATh UX PACTIPOCTPAHECHUS 0€3 COTIacus
CyOBEeKTa MePCOHAIBHBIX TAHHBIX WM HAJTMYUSI HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBoM 3KpaH — JJOKaJIbHOE (0JTHOKOMIIOHEHTHOE) WU
GbyHKIMOHATBHO-pACpeieNIEHHOE MPOrpaMMHOE (TIPOrpaMMHO-aIapaTHOE)
CPEACTBO (KOMILIEKC), peaau3yroliee KOHTPOJIb 3a MHpopMaIuei, mocTynaromen B
MH(POPMAITMOHHYIO CUCTEMY MEePCOHATBHBIX TaHHBIX U (MJIM) BBIXOJSIIEH U3
UH(OPMAITMOHHOW CUCTEMBI.

Hapymuresnb 6€30acHOCTH MEPCOHANBHBIX JAHHBIX — (DU3UYECKOE
JIULO, CIIyYalHO WJIM IPEAHAMEPEHHO COBEPIIAIOIIEE ECUCTBUS, CIEICTBUEM
KOTOPBIX SIBJISIETCS] HApYIICHUE 0€30IMaCHOCTH IEPCOHATBHBIX TAHHBIX TTPH MX
00paboTKe TEXHUUECKUMHU CPEJICTBAMU B HHPOPMAITMOHHBIX CUCTEMAX
MEePCOHAIBHBIX IAHHBIX.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEICTB BBIYUCIUTEILHON TEXHUKH, HE OMHUCAHHBIC WJIM HE COOTBETCTBYIOIINE
OMMUCAHHBIM B IOKYMEHTAIMH, ITPU UCIIOJIH30BAHUU KOTOPBIX BO3ZMOKHO
HapylieHue KOHPUACHIIUATBbHOCTH, TOCTYITHOCTH WM IIEJIOCTHOCTH
oOpabaTpiBaeMoii HH(pOpPMAITHH.

HecaHKUMOHUPOBAHHBIN JOCTYI (HECAHKIIMOHMPOBAHHbIE 1CHCTBUS) —
JTOCTYT K HH(POpMAIMHU I ACUCTBUS ¢ MHGOpMaIMel, OCYIIECTBIsIEMbIE C
HapyIIEHWEM YCTAaHOBIICHHBIX MpaB U (WJIH) IPaBUJI IOCTYTa K HHGOPMAIIH W
JEeUCTBUH C HEl ¢ TPUMEHEHUEM IITATHBIX CPE/ICTB MH(OOPMAIIMOHHONW CUCTEMBI
WM CPEJICTB, aHATOTMYHBIX UM 10 CBOMM (DYHKIIMOHAJILHOMY MPEAHA3HAYEHUIO U
TEXHUYECKUM XapaKTePUCTUKAM.
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Hocurenab ungopmanmnu — Gu3ndeckoe JUIO0 WIK MaTEPUATIbHBIA O0BEKT,
B TOM 4Huciie (U3MIECKOe MoJje, B KOTOPOM UH(OpMaIKs HaXOIUT CBOE OTPAXKEHHUE
B BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U TPOLIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (GU3HMUECKUX BEJIUYUH.

O0pabdoTka nepcoHAJBHBIX JaHHBIX — JACHCTBUS (ONEpaIN) C
NEPCOHANILHBIMU JAaHHBIMHU, BKJIIOYasi cOOpP, CUCTEeMATU3aI1I0, HAKOILJICHHUE,
XpaHeHue, yrouHeHue (0OHOBJIEHUE, U3MEHEHHUE), UCII0JIb30BaHHUE,
pacnpocTpaHeHue (B TOM YHUCIIE Iepeaady), 00e3mnanBanme, OJIOKUpOBaHUE,
YHUYTOKEHUE NIEPCOHATBHBIX TaHHBIX.

OneparTop — rocy1apCTBEHHBIN OPTraH, MyHULIMIIAJIbHBIN OpraH,
IOPUIUYECKOE WK (PU3NYECKOE JIUIIO, OPTAaHU3YIONTUE U (M) OCYIIECTBIISIONINE
00pabOTKy NEPCOHANIbHBIX JIAHHBIX, & TAKXKE OMPEEIAIONINE LENH U COAEpKAHNE
00pabOTKH MEPCOHATILHBIX JaHHBIX.

IlepexBat (MH(pOpMANMN) — HETIPABOMEPHOE MOTyYeHUE HHHOPMAIIHH C
UCITOJIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYLIECTBISIOIIEr0 OOHApYKEHUE,
npueM 1 00paboTKy HHHOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — T100ast HHPOPMAIHSL, OTHOCSILASCS K
OIpEICTICHHOMY WJTU OTPE/IEIIIEMOMY Ha OCHOBAaHUM Takoi HH(pOpMaIiu
buznyeckoMy Juily (CyOBEKTY MEPCOHATIBHBIX JAHHBIX ), B TOM YKCIIE €ro paMums,
UMsl, OTYECTBO, J1aTa U MECTO POXKACHUS, aIpeC, CEMEIHOE, COLIMATIBHOE,
UMYIIECTBEHHOE TOJI0XKEHUE, 00pa3zoBaHue, IpodeccHsl, 10X0bl, Apyras
uHpopMarIus.

I1o004HBbIE 3JIEKTPOMATHUTHbIC U3JIyYeHHS] U HABOJAKH —
AIIEKTPOMATHUTHBIE U3IYYEHUSI TEXHUUYECKUX CPEACTB 00paObOTKH 3alIUIIaeMOn
nH(popMaIu, BOZHUKAIOIINE KaK TOOOYHOE SBJICHUE U BHI3BAHHBIE
ANEKTPUYECKUMU CUTHAJIAMHU, JEUCTBYIOIIUMHU B UX SJIEKTPHUUECKUX U MAarHUTHBIX
LETSIX, & TAK)KE DJIEKTPOMArHUTHhIE HABOJAKU 3TUX CUTHAJIOB HA TOKOIIPOBOASIIINE
JIMHUW, KOHCTPYKIMU U LEMH MUTaHUSI.

IHoab30BaTes b HHPOPMAIMOHHOM CHUCTEMBI MEPCOHATBHBIX IAHHBIX —
JIMII0, YYaCTBYIOIIEE B PYHKIIMOHUPOBAHUH HH(POPMAIIMOHHON CHCTEMBI
MEPCOHANIBHBIX JAHHBIX WU UCTIOJB3YIOIIEe PE3yIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBwia pa3rpaHu4eHus J0CTYNA — COBOKYITHOCTb MPaBUJI,
pErJIaMEeHTHUPYIONINX MTpaBa J0CTyIa CyOBEKTOB OCTYIAa K 00BEKTaM JOCTYyIIA.

IIporpamMMHas 3aKJIaKa — CKPBITHO BHECEHHBIN B IIPOrpPaMMHOE
obecrieueHne QyHKIIMOHATBHBIN 00BEKT, KOTOPBIN MPHU OMPEICICHHBIX YCIOBUIX
croco0eH 00ecreynTh HECAaHKIIMOHUPOBAHHOE MPOTrpaMMHOE BO3/CHCTBUE.
[Iporpammuas 3akiazika MOKET ObITh peaii30BaHa B BUJIE BPEAOHOCHOM
MpOrpaMMbl WK IPOTPAMMHOTO KO/JIa.

IIporpammHoe (MporpaMMHO-MaTeMaTHYECKOE) BO3ACCTBHE -
HECaHKIIMOHUPOBAHHOE BO3/CHCTBUE HA peCypChl aBTOMATU3UPOBAHHOMN
MH(OPMAIMOHHOW CUCTEMBI, OCYIIECTBIISIEMOE C UCIIOIB30BAHUEM BPEOHOCHBIX
Iporpamm.

Pecypc uHpoOpManMOHHOM CUCTEMbI — UMEHOBAaHHBIN 3JIEMEHT
CUCTEMHOTO0, MPUKJIATHOTO WM allapaTHOro odecrneueHus PyHKIIMOHUPOBAHUS
MH(OPMAIMOHHOW CUCTEMBI.
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CpencrBa BbIYMCJIUTEILHONH TEXHUKH — COBOKYITHOCTh TPOTPAMMHBIX U
TEXHUYECKUX JIEMEHTOB CUCTEM 00paOOTKH TaHHBIX, CIIOCOOHBIX
(GYHKIIMOHUPOBATH CAMOCTOSATEIHLHO HIIM B COCTaBE APYTHX CHCTEM.

CyObekT goctyna (cy0ObeKT) — JIUI0 WK MPOLECC, ACHCTBUS KOTOPOTO

pEerIaMEHTUPYIOTCS IIpaBUJIaMy pa3sTpPaHUYEHUs JOCTyIa.

Texnnueckue cpeacrsa HHGOPMAIMOHHON CHCTEMBI IIEPCOHAIBHBIX
JAAHHBIX — CPECTBA BHIYUCIUTENBHON TEXHUKU, HHPOPMAITMOHHO-
BBIYHCIIUTEIIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMBI MIEpe/lauu, IpUeMa U
00pabOTKHU MEPCOHANBHBIX TaHHBIX (CPEACTBA U CUCTEMBI 3BYKO3AIIHCH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOU3BEICHNUS, IEPETOBOPHBIC U TEIEBU3HOHHBIC
YCTPOMCTBA, CPEACTBA U3TOTOBJIEHUS, TAPAKUPOBAHUS JOKYMEHTOB U IPyTUe
TEXHUUYECKUE CPEJCTBA 00pabOTKH peueBoi, rpaduuecKkoi, BUAeOo- U OyKBEHHO-
uM(poBOil HHPOPMALIMH ), TPOTrPAMMHBIE CPEACTBA (ONEPAMOHHBIE CUCTEMBI,
CUCTEMBI yIIpaBjieHHUs 0a3aMu JaHHBIX U T.I1.), CPEJICTBA 3aIUTHI HH(POPMALIHIH.

TexHuveckuil KaHaa yTe4Kd HHGPOPMALMHU — COBOKYITHOCTb HOCUTEIS
uHpopmaiuu (cpencTBa o0pabOTKH), (GU3NUECKOU Cpelibl pacHpOCTPAHECHUS
MH(GOPMATUBHOTO CUTHAJA U CPEJCTB, KOTOPBIMH J10OBIBAETCS 3allMIacMast
uHbopmarus.

Yrpo3bl 0€301aCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUN
U (aKTOPOB, CO3/IAIOLINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM UHCJIE
CIIy4aitHOro, OCTYIa K MePCOHATbHBIM JJAHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET
CTaThb YHUUYTOKEHHE, U3MEHEHUE, OJIOKMUPOBaHUE, KOTUPOBAHKE, PACTIPOCTPAaHEHUE
NEPCOHANIBHBIX JJAHHBIX, @ TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX ACHUCTBUNA TPHU UX
00paboTke B MHGOPMAITMOHHON CHCTEME TICPCOHAIBHBIX JAaHHBIX.

YHUYTOKEHUE EPCOHATBHBIX JAHHBIX — JCHCTBUSA, B PE3YyJIbTATE
KOTOPBIX HEBO3MOKHO BOCCTAHOBUTH COJIEPKaHUE MEPCOHAIBHBIX JAHHBIX B
MH(GOPMAILIMOHHOMN CHCTEME NEPCOHAIBHBIX JaHHBIX UM B PE3yJIbTaTe KOTOPBIX
YHUUTOXAIOTCS MaTepUaIbHble HOCUTEIH MEPCOHANBHBIX TaHHBIX.

Yreuka (3amuiaeMoii) tHGOpMAIKMHU M0 TEXHUYECKUM KaHAJIaM —
HEKOHTPOJUPYEMOE pacHpOCTpaHEeHHE HH(POPMALIUKA OT HOCUTES 3aIUIIAEMOM
uHdopmaIuu yepe3 PU3nIecKyro cpeay 10 TEXHUIECKOTO CPENICTBA,
OCYILECTBIISIOUIETO MepexBaT HH(pOopMaLIHU.

Ya3BUMOCTD — HEKasi CJ1a00CTh, KOTOPYIO MOKHO MCIOIb30BaTh JJIs
HapYIIEHUS CUCTEMBI WJIA COZIepIKaIIeiicss B Hel nHbOpMaIIi.

HenocTHOCTH HH(pOpMAIMHU — COCTOSIHUE HH(POPMALIUU, TPU KOTOPOM
OTCYTCTBYET JIt000€ €€ U3MEHEHHUE MO0 N3MEHEHHE OCYIIECTBIISETCS TOIBKO
IpeIHAMEPEHHO CYObEKTaMU, UMEIOLIMMU Ha HETO MIPABO.
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2. O0mme mo10KeHNS.
2.1.YactHas Mozelb yrpo3 0€30MacHOCTH NePCOHATBHBIX JaHHBIX B
MH(OPMAITMOHHOW CUCTEME MEePCOHANIbHBIX TaHHbIX MKOY
«Ka3zpMmanempsiHoBckas OOID» Kammpckoro MyHUIIMNIAIBHOTO palioHa
Boponexckoii o01actu (nanee- YactHas MojeIb yrpo3) pa3paboTaHbl Ha
OCHOBAHHH CIIEAYIOMINX JOKYMEHTOB:

®denepanpHOro 3akoHa Poccuiickoit ®@eneparuu ot 27.07.2006 No 149-d3
«O6 nndpopmarum, UHOOPMALIMOHHBIX TEXHOJOTHUSIX U O 3aIIUTE HHPOPMAIUI;

noctaHoBiieHust IIpasurensctBa Poccuiickonn ®enepanmu ot 21.03.2012
Ne 211 «OO0 yTBepkaeHUM TIEpeyHs Mep, HaMpaBJIEHHBIX Ha oOecrevyeHue
BBITIOJIHEHHSI 00sI3aHHOCTEH, NpeaycMOTpeHHbIX DenepanbHbiM 3akoHOM "O
MEePCOHATBHBIX JaHHBIX" U MPUHATHIMA B COOTBETCTBUU C HUM HOPMATUBHBIMU
MPaBOBBIMM aKTaMH, OIEpaTopaMu, SBISIONIMMUCS TOCYJAPCTBEHHBIMU WIIU
MYHUITUTIATBHBIMU OpPTaHaMU;

noctaHoBneHus IIpaBurensctBa Poccuiickoit ®enepaunu ot 01.11.2012
Ne 1119 «OG0 yTBepxkaeHnn TpeOOBaHUI K 3aIIUTE EPCOHATBHBIX TAHHBIX TIPU UX
00paboTke B MHGOPMAIIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX JaHHBIXY;

MIOCTAHOBJICHUS TIpaBUTENbCTBA Boponexckoi obmactu ot 18.11.2014
Ne 1024-JICIT  «O6  yTBepKJCHHHM KOHIICTIIIMM 3allUThl HMHPOpMAIMU B
Boponexckoit o61acTuy;

0a30BOil Mojenu yrpo3 O€30MacHOCTH MEePCOHAIbHBIX MAaHHBIX MpPU HX
00paboTKe B MHPOPMALIMOHHBIX CUCTEMAaX NEPCOHATBHBIX JaHHBIX, YTBEPKIECHHOM
3amectutesieM aupekrtopa ®CTIK Poccun 15.02.2008 (nanee — bazoBast mojaenb
yrpos);

OaHka JnaHHbIX Yyrpo3 Oe3onacHoctu wuHpopmanun DOCTIK Poccun
(http://bdu.fstec.ru, nanee — bank JaHHBIX yrpo3);

METOJIMKHU ONpPENENICHUsI aKTyallbHbIX Yrpo3 0€30MacHOCTH MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTke B HWH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JAHHBIX, YTBepkAeHHOU 3aMectuTenem aupekropa ®CTIK Poccum 14.02.2008;

METOIMYECKUX PEKOMEHIAIMK 10 pa3paboTKe HOPMATHUBHBIX IPABOBBIX
aKTOB, OMPEIEIAIONUX  YIPO3bl OE30MaCHOCTH  TMEPCOHAIBHBIX  JTAHHBIX,
aKTyaJbHbIC TPU OOpabOTKE TMEpPCOHANBHBIX JaHHBIX B HH(POPMAIMOHHBIX
CUCTEMaX [MEpPCOHAIBHBIX JAHHBIX, JKCIUIyaTUPYEMBIX TIPU OCYILIECTBICHUU
COOTBETCTBYIOIIUX BHUJOB JI€ATEIbHOCTH, YTBEPXKICHHBIX PYKOBOJICTBOM §-TO
[entpa ®CB Poccun 31.03.2015 Ne 149/7/2/6-432.

MOCTAaHOBJICHUsI MpaBUTEILCTBA Boponexkckoit obmactu ot 02 .11. 2017 r.
No 869 «O06 ompenenenuun yrpo3 6€30MacHOCTH NMEPCOHAIBHBIX JAHHBIX, aKTyaTbHBIX
npu  o0pabOTKEe TMEpPCOHAIBHBIX JAHHBIX B  HMH(DOPMAIMOHHBIX  CHUCTEMAax
NIEPCOHANBHBIX JAaHHBIX TPABUTEIHCTBA BOpPOHEKCKOW 007aCTH, MCIOTHUTEIHHBIX
OpPraHoOB TOCYJIAPCTBEHHOM BJIacTH BopoHE)CKOM 001aCTH U MOJBEIOMCTBEHHBIX UM
OpraHu3auumn»

2.2.1lon yrpo3amu 0€30MACHOCTHM TIEPCOHAJBHBIX JAHHBIX TOHHUMAETCS
COBOKYITHOCTb yCIIOBUI u ¢dakTopoB, CO3ar0IINX OMacHOCTb
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4aHOro, AOCTyNa K MEPCOHAIbHBIM
JAHHBIM, PpE3yJbTaTOM KOTOPOIO MOTYT CTaThb YHHUYTOXEHUE, HW3MEHEHMUE,
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0JIOKHpOBaHUE, KOIUPOBAHUE, MIPEAOCTABICHHUE, PACIIPOCTPAHEHNE EPCOHATBHBIX
JAHHBIX, a TaKXe HWHbIE HEMpPaBOMEpHbIE JAEUCTBUS Npu HUX 00paboTke B
MH(OPMAITMOHHON cUCTEME MEePCOHATBHBIX JTAHHBIX (HapyuieHue
KOH(HUICHIIMATBHOCTH,  LEJIOCTHOCTM M JIOCTYIHOCTH  00pabaThiBaeMbIX
MEPCOHANIbHBIX JTAHHBIX).

Jnist  uHQOpMAMOHHBIX  CHCTEM  MEpPCOHANbHBIX  JaHHbIx MKOY
«KazpMmanembsinoBckas OOILLy (manee — MUCIT/IH) nenpto 3amuTsl “HGOpMAIUN
ABIISIETCSL oOecrneueHue KOH(UICHIIMATIBHOCTH, IIEJIOCTHOCTH W JIOCTYNHOCTH
00pabaThIBa€MbIX MEPCOHATBHBIX JTAHHBIX.

2.3. B xauecTBe HCTOYHUKOB Yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MOTYT
BBICTYNIaTh CYOBEKTHl ((DU3WMYECKHE JHIa, OpraHW3alif) WId  SBICHUS
(TEeXHOTEHHBIEC aBapyWM, CTUXUNHBIE OCACTBUS, UHBbIC NMPUPOJHBIE siBiieHUs). [Ipu
ATOM UCTOYHUKH YIPO3 MOTYT OBIThH CJICIYIOIINX TUIIOB:
aHTPOIOT€HHbIE UCTOYHUKH (aHTPOTIOTEHHBIE YTPO3bI);

TEXHOTE€HHBIE HICTOYHUKHU (TEXHOTEHHBIE YTPO3bI);
CTUXHUMHBIC UCTOUHUKH (YTPO3bl CTUXUMHBIX O€/ICTBUIA, MHBIX TPUPOTHBIX
SIBJICHUI).

WcrounrkaMu aHTPOIOT€HHBIX YIPpo3 0€301MacHOCTH MEPCOHAIBHBIX JIaHHBIX
MOTYT BBICTYTIATh:

JIULA, OCYIIECTBISIOIINE IPEIHAMEPEHHBIE AEHUCTBHS C LEIbIO TOCTYyNa K
MEePCOHATBHBIM JaHHBIM (BO3/ICUCTBHUS HA MIEPCOHAIIbHBIC JJAHHBIE),
coJiepKaluMcesi B ”HQOPMAIIMOHHON CUCTEME, WM HAPYIICHHUS
(GYyHKIHOHUPOBaHUS MHPOPMALIMIOHHON CUCTEMBI UM 00CITY>KMBAIOLLEH €€
UHPPACTPYKTYpHI (IpeIHAMEPEHHBIE YTPO3bl 0€30MACHOCTU MEPCOHATIBHBIX
JTAaHHBIX);

JUA, UMEIOLIUE A0CTYN K HH()OPMAIMOHHOW CUCTEME, HE TIPEeIHAMEPEHHbIE
JIEUCTBUS KOTOPBIX MOTYT MPUBECTH K HAPYIICHUIO OE30MaCHOCTH MEPCOHATBHBIX
JAHHBIX (HEMpeIHaMepEeHHbIE YTPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX ).

[IpeanamepenHble yrpo3bl O€30MACHOCTH TMEPCOHAIBHBIX JTAHHBIX MOTYT
OBITh peaTu30BaHbl 32 CYET YTEUKU IMEPCOHAIBHBIX JAHHBIX MO TEXHUYECKUM
KaHallaM (TEeXHUYECKHE KaHalbl YyTeUKH wuHpopManuu, oOpabaThiBaeMoil B
TEXHUYECKUX CpeACcTBaX WH(HOPMAIIMOHHONW CHCTEMbl, TEXHUYECKHUE KaHAJIbI
nepexpata uWHGOpPMAIMM TIpU €€ TMepefadye Mo KaHajgam (JIMHHSM) CBS3H,
TEXHUUYECKUE KaHalbl YTEYKH aKyCTUYeckoul (peueBoil) wHbopmainuu) audo 3a
CUeT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

2.4. Onpenenenue yrpo3 0€30MaCHOCTU TMEPCOHANBHBIX JAHHBIX, aKTyalbHBIX
npu o00paboTke mepcoHanbHbIX gaHHbIX B MCII[H, ocymecTBiasercs
oOpazoBaTeabHOM opranu3anueii- onepatopom MCII/IH.

B o6pa3zoBaTenbHOI OpraHu3aiuy akToM PyKOBOJIUTENS YTBEPKIAACTCS
nepeueHb MCII/IH, onepaTopoM KOTOPBIX OHHU SIBISIIOTCS (Hanee — OnepaTtopsl).

Omnpenenenue yrpo3 6€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX, aKTyaJIbHBIX MIPH
o0paboTke nepconanbHbIX AaHHbIX B UCIL/IH, odopmisieTcss TOKyMEHTaIbHO B
BUJIe YacTHON Mozienu yrpo3, KOTopas yTBep:Kaaercsa pykoBoaurenaem Oneparopa.

2.5.. B cayuae ecnu OnepaTopoM B COOTBETCTBUU C ITYHKTOM TPHUHSITO PEIICHUE
npumenenus CK3U nns obecnieuenus: 0e30macHOCTH NEPCOHABHBIX JAHHBIX B
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NCTI/In, To pu onpeneneHruu yrpo3 6€30macHOCTH MEPCOHATBHBIX TAHHBIX,
aKTyaJIbHBIX TIPU 00pabOTKe NMepcoHanbHbIX JaHHBIX B qanHoi MCII/IH, OnepaTtop
JOTIOJTHUTENBHO (POPMUPYET COBOKYITHOCTH MPEAOJIONKEHUN O BO3MOKHOCTSIX,
KOTOPbIE MOTYT MCIOJIB30BATHCS MPU CO3JJAHUU CITOCOOOB, MOJTOTOBKE U

1.19. Hacrosime ~ AKTyalibHble ~ yTPO3bl  MOJJIEKAT  MEPECMOTPY
(mepeonienke):

IIpM W3MEHEHUM 3akoHonarenscTBa Poccuiickon @Pexepauuu B 4acTu
orpeseneHus: yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH WX 00paboTke B
WH()OPMAITMOHHBIX CUCTEMAX;

IpU TIOSBJICHWM HOBBIX YIPO3 B HCTOYHUKAX JMJaHHBIX 00 yrposax
0e3onacHoCcTU UH(POPMAIUU, UCTIOIB3YEMbIX B HACTOSIIUX AKTyaJbHBIX yIrpo3ax,
KOTOpBIC OYAYyT aKTyaldbHBIMU IS paccMaTpuBaembix TunoB MCII/IH;

npu W3MEHECHUU CTPYKTYPHO-(DYHKITMOHATIbHBIX XapaKTEePUCTUK,
MPUMEHSIEMBIX UH(OPMAITMOHHBIX TE€XHOJIOTUI 15805 0COOEHHOCTEM
dbynkuuonuposanusi UCII/IH, ciencTBueM KOTOPHIX CTal0 BO3HUKHOBEHHE HOBBIX
aKTyaJIbHBIX YTPpo3 0€30MacHOCTH MEPCOHANBHBIX TAHHBIX;

OpyU  TOBBIIIEHUA  BO3MOXKHOCTHM  pe€aju3alid  WIM  ONAacHOCTHU
CYIIIECTBYIOIIUX YIpo3 0€30MacCHOCTH MEPCOHANBHBIX JTAHHBIX;

IIPU MOSBJICHUU CBEJICHUN U (DAKTOB O HOBBIX BO3MOXKHOCTSIX HAPYyIIUTEIIEH.

YTpo3bl 6€30MacHOCTH IEPCOHATBHBIX TAHHBIX, AKTyaJIbHbIE MTPU 00paboTKe
nepconanbHbix JaHHbiXx B MCII[IH, momnexatr mnepecMmotpy (mepeorieHke)
OmnepaTopom:

MpU BHECEHWU W3MEHEHUN B HACTosIIHEe AKTyallbHbI€ YIPO3bl s
cootBercTByromiero tuna MCII/H;

MpU  U3MEHEHUU CTPYKTYPHO-(PYHKIMOHAIBHBIX XapaKTEPUCTUK  WIIU
ocobenHoctert pynkimonupoBanusi VCII/IH, B ciiencTBUU Ye€Tr0 U3MEHUIICS THII, K
kotopomy otHocutcst UCIT/IH;

npu npumenern B UCIIJIH nHpOpMaIMOHHBIX TEXHOJIOTHMA, MMOCPEACTBOM
KOTOPBIX MOTYT (POPMHUPOBATHCS HOBBIE YIPO3bl OE30MACHOCTU MEPCOHATBHBIX
JAHHBIX, HWCKIIOYEHHbIE W3 0a30BOro (MpeaBapuUTEIBHOTO) TMEpeyHsi yIrpo3
O6e3omacHOCTH TepCOHANBbHBIX HaHHbIX it 3to HCII[IlH Omnepatopom B
COOTBETCTBHHM C ITYHKTOM 4.4 HacTOSAIMMX AKTyaJbHBIX yTPO3;

[IPA TIOBBIICHUM BO3MOXHOCTH peE€aji3alii CYLIECTBYIOUIUX YIpo3
0€30MacCHOCTH NMEPCOHATIBHBIX TaHHBIX;

B MHBIX CIIy4asx Io pemenuto Oneparopa.
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3.0nucanue NHPOPMALNMOHHBIX CHCTEM NMEPCOHATLHBIX JAHHBIX H
0c00eHHOCTeH NX QYHKIIMOHMPOBAHMS

3.1.B 00pa3zoBaTeibHOM YUPEKIECHUHU CYIIeCTBYIOT cienytomue tutbl MCIT/H:
NCTI[ln BemeHumst OyXrajrepckoro ydera, pacueTa 3apaOOTHOM MIIATHL
NCTIn nepenaun nHbopmanuu, B ToM uucie [1JIH, B nensax ucnonnenus OenepabHbIX
3aKOHOB.
3.2. B kauectBe 00beKkTa nHPOopMaTu3auu [1IkoIbl BRICTYHAIOT:
ABTOHOMHBIE aBTOMATHU3UPOBaHHbIC paboune Mecta (APM).
JlokanibHbIE BHIYUCIUTEIbHbIE CETH.

3.3.CII/In 00pa30BaTEIbHOIO yUPEKACHHUSI OTHOCUTCS K IIEPBOMY THITY:

aBTOMAaTU3HpOBaHHbIE paboune Mecra (nanee — APM), He wumeronme
MOJKIIOUCHHE (HE3AIIUIIEHHOE, 3alIUIICHHOE) K KaKUM-TTH00 CETSIM CBSI3H, B TOM
guciie K OSCIPOBOIHBIM CETAM CBSI3U (MCKIIOUEHUE COCTABISIOT OECIPOBOIHBIC
TEXHOJOTMM, T[peJAHa3Hau€HHble [UIsl (PYHKIIMOHUPOBAHUSA MEpPUPEPUNHBIX
YCTPOMCTB (KJIaBUATypa, MaHUIYJISATOP «MBIIIb» U JIPYTHE), BXOASIINX B COCTaB
APM).

3.4. BBoJ1 mepCOHANBHBIX JaHHBIX OCYLIECTBISIETCS KaK ¢ OyMaKHbIX HOCUTENCH (Hampumep,
JIOKYMEHTOB, YJIOCTOBEPSIOLINX JIUYHOCTh cyObekTa [1/IH), Tak U ¢ AIEKTPOHHBIX HOCUTEICH
uHbopMaIuu.

3.5.. UCII[In npennonaratot pacrpezeiacHnyto (Ha APM) o6paboTky u xpanenue [1/1H.

3.6. Ilepconanbublie nanHble cyobekToB [1/1H MoryT BeiBoguThea 13 UCIIIH ¢ nenbio
nepeauy MepcoHaIbHBIX TaHHBIX CYOBEKTOB YUpPEKICHHS, KaK B JIEKTPOHHOM, TaK U B
OyMa)KHOM BHJIE.

3.7. Bce texumueckune cpenctsa HCII[H 00pa3oBaTeNbHOTO YUpPEKIACHUS
HaxonaTrcsi B npenenax Poccuiickon ®@enepamuu. KonTponmpyemoit 30HOM
NCITI[In  aBnsercs  oraenbHoe  mnoMmemeHue  Omeparop. B mpenemax
KOHTPOJMPYEMON 30HBI HAXOASATCS pabouue MecTa MOJIb30BAaTENICH, CepBEpHOE
o0opyZ0BaHUE, a TaKXe CETEeBOE U TEJIEKOMMYHHUKAITMOHHOE O0O0pyJI0BaHHE
NCIIJH. BHe KOHTpoiMpyeMOW 30HbI MOTYT HaxOAWThCA JIMHUU [eperadu
JAHHBIX W  TEJIEKOMMYHUKAIIMOHHOE OO0OpYyJOBaHHME, MCIOJIb3yeMoe s
nH(OPMAITMOHHOTO 0OMEHA TI0 CETSM CBSI3H.

Kontponupyemsiii  gocTyn  (KOHTpoJMpyemas  30Ha) B IIOMEUIECHUE
oOecrieuynBaeTCs, B TOM YHCIIC C HCIOJb30BAHHEM CHCTEM BHJICOHAOIIOACHMUS.
HexonTponupyemblii  BBIHOC 3a  Mpeaeiabl  aAMUHUCTPATUBHOTO  37aHUS
texandeckux cpeacts MCII/Ix 3anpereH.

3.8. [loMelieHne, B KOTOPOM BeaeTCs 00paboTKa MEePCOHANBHBIX JAHHBIX (J1aliee
— [Tomerenue), ocHAIIEHO BXOAHOM ABEPhIO ¢ 3aMKOM. OriepaTopaMu yCTaHOBJICH
nopsiAok  goctyma B IlomemieHue,  NPENmsITCTBYIOIIMM  BO3MOXKHOCTHU
HEKOHTPOJUPYEMOTO TPOHUKHOBEHUS MM MpeObiBaHusl B 3ToM [loMermenuu i,
HE MMEIONMX TpaBa JOCTyma B HUX. B pabodee Bpems, B ciiydae yxoja JIHII,
UMEIOIINX TIPABO CAMOCTOSTENRHOTO NocTymna B [lomermenue, a Takke B Hepabouee
BpeMs aBepu llomenieHue 3akpbiBaeTcsi Ha Kito4d. J[OCTyn MOCTOPOHHUX JIMI] B
[loMelleHre NOMYyCKAeTCs TOJBKO B TMPUCYTCTBUU JIMI, HMMEIOIINX MPaBO
CaMOCTOSITENILHOTO JIocTyna B jaaHHoe llomeleHue Ha Bpemsi, OTpaHUYEHHOE
ciyxebHor HeobxoaumocThio. [Ipu aTom OmepatopoM MpeANPUHUMAIOTCS MEPHI,
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UCKJIIOYAIOIINE BO3MOXKHOCTh JOCTYIa MOCTOPOHHUX JHI K 00padaThIBa€MbIM
NEPCOHANIbHBIM JIaHHBIM, B TOM 4YHCJE 4Yepe3 YCTpOWCcTBa BBOJa (BBIBOJIA)
uH(pOpMaIuK, a TAKKE K HOCUTEIISIM MePCOHAIbHBIX JIAHHBIX.

VYerpoiictBa BBOAa (BhIBOJA) HHQOpMAIMHU, Y4yacTBYHIIME B 00paboTKe
MEPCOHANIbHBIX JIaHHBIX, pacronaraioTrcs B [loMemnieHun Takum oOpa3oM, 4TOOBI
UCKIIIOUUTD CIIYYalHBIA MPOCMOTP 00pabaThiBaeMoil HH(GOPMAIIMU TOCTOPOHHUMHU
auuaMi, BoueamuMu B [loMerenune, a Takxke yepe3 ABepu 1 okHa [lomenieHust.
3.9. BBox (BpIBOI), 00paboTKa W XpaHeHHe mepcoHabHBIX MaHHbIX B MCIIIH
OCYLIECTBJISIETCS. C MCIOJIb30BAaHUEM OYMa)KHBIX M MAIIMHHBIX HOCUTEIEH
uHopMaIMu, B TOM YHCIE CHEMHBIX MAIIMHHBIX HOCUTENEeH WHOOpMaIuu
(MarHUTHBIE M ONTUYECKUE TUCKH, (HIIEHI-HAKOTUTEN, HAKOMUTEIN Ha YKECTKHUX
MarHUTHBIX JIUCKAaX, TBEPAOTEIbHbIC HAKONIUTENIU U Apyrue) (najsee — MallvHHbIC
HOCHUTEIU NIEPCOHATBHBIX JIAHHBIX ).

OnepatopoM  YCTAaHOBJIIEH  NOPSAIOK,  OOECIEUMBAIOLIMI  COXPaHHOCTH
UCIIOJIb3yeMbIX MaIIMHHBIX HOCUTENIEW MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIISIETCS
UX TMOIK3EMIUIAPHBIA y4eT. XpaHATcs MallMHHbIE HOCHUTENIH NEPCOHAIBHBIX
JMaHHBIX TOJMbKO B Ilomemenun B celie B YCIOBHSIX, NPEMSATCTBYIOIINX
CBOOOJTHOMY JTOCTYITy K HUM TOCTOPOHHHUX JHIl. Bbimaua MalmmHHBIX HOCUTENEH
MEPCOHAIBHBIX JAHHBIX OCYIIECTBISECTCS MOJ MOJANKHCH TOJBKO COTPYIHUKAM,
JOMYIIEHHBIM K 00pab0TKe MepCOHATBHBIX JAHHBIX.

3.10. B mensx obecredenust 1menocTHOCTH oOpabateiBaemMbix B MCIIdH
NEPCOHANBHBIX JaHHbIX OnepaTop OCYIIECTBISAET WX PE3EPBUPOBAHUE B
COOTBETCTBHM C YCTAHOBJICHHBIM TIOPSIAKOM C KCIOJIb30BaHHEM MalInHHBIX
HOCUTENIEH TMEepPCOHAJBbHBIX JaHHBIX. B HaIMUMM UMEITCS  KOMIUIEKTHI
BoccTaHOBJIeHUsT Ha mnpumensiemoe B HWCII[IH cucremHoe W NpUKIagHOE
porpaMMHOE 00ECIIeYeHHE, a TAKXKE CPEACTBA 3alUThl HHPOPMALIUH.

s xkmroueBbix asemeHToB MCII/IH nmpeaycMOTpeH HCTOYHMK PE3€PBHOTO
AJIEKTPOIUTAHUS, TPU HEOOXOJUMOCTH MPUMEHSIOTCS CHUCTEMbl BEHTHIIAIMH U
KOHJIUIIMOHUPOBaHUsI Bo3ayxa. [lomenieHuss OCHaIlEHbI CPEICTBAaMU MOKapHOU
CUTHAJIU3ALNH.

3.11. Obecneuenne antuBupycHoro koutpossi B UCII/IH ocymecTisercs B
COOTBETCTBHHU C YCTAHOBJIEHHBIM OriepaTopamu MOPSIAKOM C TPUMEHEHUEM
CPEIICTB aHTUBHPYCHOM 3aIUTHl HH(OOPMAITUH.

3.12.B NCIIOn o0paboTka uHpopmau OCYILIECTBIISIETCS B
OJIHOTIOJIB30BATEIbCKOM M MHOTOMOJIB30BATENBLCKOM pekuMax. OcCyliecTBiIsieTCs
pasrpaHMueHHEe MpaB JAocTyna (HaOopa JCUCTBUM, pa3pelICHHBIX IS
BBITIOJTHEHHUS) Tojb3oBaTeneil. OOCiyKuBaHUE TEXHUYECKUX W IPOTPaMMHBIX
cpencts UCITJIH, cpencts 3aumuThl nHGopmanuu, B ToM uncie CK3U u cpenbl ux
(GyHKUMOHUPOBaHUS, BKIIIOUas HACTPOIKY, KOH(UTYpUPOBAHUE U PACTIPEICICHHE
HOCUTENICH  KII04eBOW  umHpopmarmu  Mexay mnoib3oBarensmu  MCII/H,
OCYHIECTBISIETCS  omeparopoM OBM, OTBETCTBEHHBIM 3a  oOecIeueHue
0€30MacHOCTH TMEPCOHAIBHBIX JaHHBIX. OnepaTopoM Ha3HAYaHTCS COTPYAHUK,
OTBETCTBEHHBIN 3a obecreueHre 0€30nacHOCTH nepcoHanbHbIX naHHbIX B UCII/IH.
3.15. K o6bexram 3anutel B UCII/{H oTHOCSTCS:

oOpabaTsiBaeMble IEPCOHANILHBIC JJAaHHBIC;
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TEXHUYECKUE CPEJICTBA, B TOM uuciie MalmHHbIE HOCUTENH MePCOHATBHBIX
JIAHHBIX, CPEJICTBA M CUCTEMBI CBS3HU M MEpeIaun JaHHBIX, TEXHUUYECKHUE CPEACTBA
oOpaboTku rpaduueckoil, BHUAE- M peueBOM HHPOpPMAIUMHU, CoJepIKalen
NepcoHaIbHbIC TaHHBIC,

CpeACTBa 3aluThl HHGOPMAIIUH;

cpena GyHKIIMOHUPOBAHUS CPEJCTB 3alTUThI HH()OPMAIIUH;

uHpopMaIus, OTHOCAIIAsACS K 3allUTe IMEPCOHAJTBHBIX JaHHBIX, BKIIFOYas
KITFOUEBYIO0, TTAPOJIbHYI0 WH(OpMaIIio;

HOCHUTEIH KJIIOUYEBOH, MApOJIbHON HH(}OpMannu;

JOKYMEHTBI, B KOTOPBIX OTpakeHa WH(MOpMAIus O Mepax M CPEACTBaxX
samutel UCII/IH;

[Tomemenue;

KaHaJbl (JIMHUU) CBSI3HU.

3.16. UCII11a oOpa3oBaTeIbHOTO YUPEKICHHS C YUETOM €0 CTPYKTYPHO-
(G YHKIIMOHATBHBIX XapaKTEPUCTHK U YCIOBUH AKCIUTyaTalllH, a TAKKe
MPUMEHIIEMbIX HH(GOPMAITMOHHBIX TEXHOJOTUM M MPEANPUHSITHIX MEp
oOecrieueHust 6€30MaCHOCTH NMEPCOHANBHBIX IAHHBIX, YKa3aHHBIX B HACTOSIIIEM
paszene, UMEIOT CPEeIHUN YPOBEHb UCXOAHON 3aIUIIEHHOCTH.

3.17. Onepatopsl 11t umeroruxcs MCITH Ha TOCTOSTHHON OCHOBE JOJIKHBI
oOecrieuynBaTh Mephl 0OecTieueH s 0€30MaCHOCTH IEPCOHATBHBIX JaHHBIX,
MIPUBECHHBIC B HACTOAIIEM pas3fere.

4. OueHka BO3MOKHOCTEH HAPyLINTeJIel M0 peaju3auuu yrpos
0€30MaCHOCTH MEePCOHAIbHBIX JaHHBIX

4.1. Hapymutenem siBisieTcsd (U3MUYECKOE JIUIO, CIYYallHO WM MpeJHAMEPEHHO
COBEpLIAIOIIEE  JIEUCTBUSA, CIEACTBHEM  KOTOPBIX  SIBIIETCS  HAapyIlIEHUE
0€30MacHOCTH MEePCOHANIBHBIX JAHHBIX MpHU ux 00padoTke B UCIIH.

B 3aBucuMocTH OT 1pasa pa30BOTr0 WIM MOCTOSTHHOTO JOCTYIIA B
KOHTPOJIUPYEMYIO 30HY ¥ BO3MOYKHOCTEH 1O TOCTYNy K 00padaThiBaeMbIM
MEepPCOHAIBHBIM JaHHBIM U (WK) K komnonenTaM UCII/IH paccMmarpuBatotcs
HapyIIUTENN IBYX TUIOB:

BHEIIIHUE HApYLIWTENW — JiMia, He umeromue npasa nocryna k MCIIJIn unu ee
OT/I€JIbHBIM KOMIIOHEHTAaM;

BHYTPEHHUE HAPYUIUTEIN — JIMIA, UMEIOIIUE MPaBO MOCTOSHHOTO WJIA Pa30BOT0
noctyna k UCIT/IH niu ee oTaeIbHbIM KOMIIOHEHTaM.

4.2. C yuyetoM cocTaBa (KaTeropuun) u oobema oOpadaThIBa€MbIX MEPCOHATBHBIX
nanubix B UCITIH, a Takxke 1enei u 3a1ad ux o0pabOTKU B KaU€CTBE BO3MOXKHBIX
ueineil  (MOTMBALMK)  peau3allMi  HapyLIUTEIsIMU  yrpo3  0e30MacHOCTH
nepcoHanbHbIX JaHHBIX B ICII/{H MoryT OBITH:

MOJIYYEHHE BBITOJbI TyTEM MOIICHHUYECTBA UM UHBIM MPECTYITHBIM ITyTEM;
JTFOOOMBITCTBO WM KeJIaHUE caMOpean3alluu;

peanuzanys yrpo3 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX U3 MECTH;

peanu3anus yrpo3 6€30MacHOCTH NEPCOHATBHBIX JaHHBIX HEMpPEeIHAMEPEHHO U3-3a
HEOCTOPOKHOCTH WM HEKBATU(PHUIIMPOBAHHBIX 1EHCTBUH.
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4.3. Ins CITAH 06pa3oBaTENbHOTO YUPEKICHUS paCCMaTPUBAIOTCS
CJIEAYIOIINE BUJIbI HAPYIIUTEIICH:

JIM1A, IPUBJICKAEMBbIE ISl YCTAHOBKH, HAJIAJIKU, MOHTaXka, ITyCKOHAJIAJOYHbIX U
WHBIX BUJIOB PabOT, — BHYTPEHHUE HAPYIIUTEIH;

JuIa, 00CIyKHBarole HHPPaCTPYKTypy onepaTopa (oXpaHa, yOOPIIUKH U T.1.),
— BHYTPEHHHE HAPYLIUTENH,;

noabs3oBaresv UCII/IH — BHyTpeHHUE HAPYIIUTENH.

4.4. HapymuTtenu o0Jaal0T CIEAYIOMIMMU BO3MOXXHOCTSIMU TI0 pean3aluu
yIrpo3 0€301macHOCTH NepcoHanbHbIX TaHHbIX B ICIIJIH:
noyiy4ath WHMOpPMAIMI0 00 YSI3BUMOCTSIX OTIAEIbHBIX kKommnoHeHToB WCII/H,
OINMyOJMKOBAaHHYIO B OOIIEIOCTYITHBIX HCTOUHUKAX;

NoJIy4aTh MH(OPMAIMIO O METOJAX U CPEACTBAX pealn3aluu yrpo3 0e30MacHOCTH
MEePCOHATBHBIX  JAaHHBIX  (KOMIIBIOTEPHBIX  aTak), ONyOJIMKOBaHHBIX B
OOIIETOCTYTHBIX UCTOYHHKAX;

CaMOCTOSITEJIbHO ~ OCYIIECTBIISITh CO3JIaHUE CIIOCOOOB aTak, IOATOTOBKY H
npoBeneHue arak Ha MCII/IH TonbKko 3a npenenaMu KOHTPOJIUPYEMOIl 30HBI;
CaMOCTOSITEJIbHO ~ OCYIIECTBIISITh CO3JIaHUE CIIOCOOOB aTak, MOATOTOBKY H
IIPOBEJICHUE aTaK B IpPEJeNax KOHTPOJIUPYEMOU 30HBI ¢ (PU3NYECKUM JIOCTYIIOM U
0e3 ¢usnueckoro goctyma Kk MCII/IH unu ee OTAeabHBIM KOMIIOHEHTaM, Ha
KOTOPBIX pEan30BaHbl MEpPbl M CPEACTBA 3alIUThl MH(MOpPMAIMU, B TOM YHCIIE
CK3U u cpena nx pyHKIIMOHUPOBAHUS.

4.5. C yueToM UMEIOIIENCS] COBOKYITHOCTH MPEANOI0KEHUN O LEeNIIX
(MOTHBAIMH) K BO3MOXKHOCTSIX HAPYIIMTEJCH 10 peanu3allii yrpo3 0e30macHOCTH
nepcoHanbHbIX AaHHbIX B UCII/IH noTeHnuman HanageHus Ipu peaar3alnu yrpos
0€30MacHOCTH MEPCOHANIBHBIX JJAHHBIX JIJISl pACCMAaTPUBAEMbIX BUIOB
HapymuTeneit OyneT 6a30BbId (HU3KHiA). Hapymmuresns ¢ 6a30BbIM (HU3KUM)
NOTEHLUAJIOM SIBJISIETCS] HETPO(PECCUOHAIOM, UCIIONIb3YET CTaHIaPTHOE
obopynoBanue, umeeT orpanndeHHbie 3Hanus 00 UCII/IH numu coBcem ux He
uMeeT, Bo3MOKHOCTh AocTyna K UCII/IH ninm ee oTaebHbIM KOMIIOHEHTAM
OTpaHUYEHA U KOHTPOJIUPYETCS] OPTaHU3ALUOHHBIMA MEPAMH U CPEACTBAMHU
NCITH.

4.6. B UCIIIH yrpo3sl 6€301MaCHOCTH MEPCOHATBHBIX TaHHBIX MOTYT OBITH
peann30BaHbl BHEITHUMH W BHYTPEHHUMHU HAPYIIUTEISIMU ¢ 0a30BBIM (HU3KUM)
MOTEHIMAJIOM CJEAYIOIIUMHU CIIOCOOAMM:

HECAHKIIMOHUPOBAHHBINA TIOCTYM U (W) BO3JeHCTBUE HA OOBEKTHI 3allIUTHI Ha
anmnapaTHOM ypoBHE (ITporpamMMbl (MUKPOIIPOTPaMMBbl), «IIPOLIUTHIE B
anmnapaTHbIX KOMIIOHEHTaX (YUIICETaXx));

HECAHKIIMOHUPOBAHHBIN JIOCTYN U (W) BO3JeHCTBUE HA OOBEKTHI 3allIUTHI Ha
OOIIIECUCTEMHOM YPOBHE (OTIEPAIMOHHBIC CUCTEMBI, THIIEPBU30PbI);
HECaHKIIMOHUPOBAHHBIN TOCTYM U (MJIM) BO3ACHCTBUE HA OOBEKTHI 3alTUTHI HA
NPUKJIATHOM YPOBHE (CHCTEMBI yIIpaBlieHUs1 Oa3aMu TaHHBIX, Opay3epsbl, BeO-
MIPWIOKEHUS, MHBIC TIPUKIIATHBIC TPOTPAMMBI OOIIETO U CIEIIHAIIBHOTO
Ha3HAYEHUSA);
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HECAaHKIIMOHUPOBAHHBIN (PU3MUECKUI TOCTYM U (MJIM) BO3AEHCTBUE HA OOBEKTHI
3alUThI (KaHaIbl (JIMHUM) CBSI3U, TEXHUUYECKHE CPECTBA, HOCUTEHU
uHbOpMaInn).
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5.AKTyajibHbIE YTPO3bl 0€30MACHOCTH MEPCOHAIBbHBIX JAHHBIX B
UH(OPMALMOHHBIX CHCTEMAX MEePCOHAIBHBIX JAHHBIX

5.1. Yrpo3sl 6€301acHOCTH MEPCOHANBHBIX JAHHBIX SBJISIOTCS aKTyaJIbHBIMU IS
NCTIIH, ecnu cyliecTByeT BEpOSTHOCTh UX pealin3allii HapyIIUTelieM ¢ 0a30BbIM
(HU3KMM) TMOTEHIIMAJIOM, M Takas peaju3alusl MPUBEIET K HENPUEeMIIEMbIM
HEraTUBHBIM MOCHeACTBUSIM (yiiepOy) OT HapylleHHs KOH(PHUACHIIMAIbHOCTH,
HEJIOCTHOCTHU WJIM JOCTYITHOCTH 00padaThiBaeMbIX MEPCOHATBHBIX JTAaHHBIX.

5.2. C yuerom cpeanero ypoBHs ucxoanou 3zammmieHHoctd MCIIIH, coctaBa
(kaTeropun) U oObema oOpabarbiBaeMbix B MICII/IH mepcoHaIbHBIX JTAaHHBIX, a
Takke ocobeHHocTe wux o6pabotku g UWCIIJJH akTyanbHBI  yTrpo3bl
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX TPEThErO0 THMA. YTPO3bl O€30MaCHOCTH
NEPCOHANBHBIX  JAHHBIX  TPEThErO0 TUNA HE  CBA3AHBl C  HAMYUEM
HEJOKYMEHTHUPOBAHHBIX (HEEKJIapUPOBAHHBIX) BOZMOKHOCTEHN B UCIOJIB3YEMOM B
NCII/IH cucTeMHOM U NPUKJIAJAHOM IPOTPpaMMHOM 00€CIIEUEHUH.

5.3. [IpuHumasi BO BHUMaHUE MPUPOJHO-KIMMATUYECKUE YCIOBHS, XapaKTepHbIE
st BopoHexxckoll o0nacTu B CHIIy €€ TEeppPUTOPUATIBLHOTO TIOJOKEHUS, IS
NUCTIJIn TexHOTeHHBIE YIpO3bl, @ TaKKe€ Yrpo3bl CTUXUUHBIX OCICTBHN M WHBIX
IPUPOAHBIX SIBJICHUN HEAKTyaJIbHbl M Jajee paccMaTpUBAIOTCS  TOJIBKO
aHTPOINOIreHHbIE (IIpeHAMEPEHHbIE, HENMpPEIHAMEPEHHbIE) yrpo3bl 0€30MacHOCTH
MEPCOHANIbHBIX JJAHHBIX.

C yuerom ocobeHHOcTel (hyHKIIMOHUPOBAHUS, UCIIOJIB3YEMBIX CTPYKTYPHO-
(yHKLIMOHAIBHBIX XapaKTEPUCTHK, MPUMEHSEMBIX UH(OPMAIMOHHBIX
TEXHOJIOTHM, XapakTepa U CcHnoco0OB 0OpabdOTKM MEPCOHANbHBIX JAHHBIX H
npeanpuHATeix OnepaTtopamMu Mep oOecrieueHuss 0e30MacHOCTH MEPCOHATbHBIX
JTAHHBIX, a TAK)KE BO3MOXKHBIX HETATUBHBIX MOCJIEICTBHM (yiiep0a) OT peaau3auuu
IIPEIHAMEPEHHBIE YIPO3bl YTEUKH IEPCOHANBHBIX JAHHBIX II0 TEXHUYECKUM
kaHamam s VCIIJIH HeakTyallbHbI W Jajiee U3 MPEeIHAMEPEHHBIX Yyrpo3
0€30MMacHOCTH MEPCOHAJBHBIX JAHHBIX PAacCMAaTPUBAIOTCA TOJIBKO  YTPO3HI,
peanu3yemsle 3a CUET HECAHKIIMOHUPOBAHHOTO AOCTYTA.

C yuerom 0a30BOro (HHU3KOTO) MOTEHIIMATA BO3MOKHBIX HApYIIUTENECH U
cpeanero ypoBHs ucxoaHou 3ammiieHHoctd HCIIIH BeposiTHOCTh (WacTtoTta)
peanu3anuu  yrpo3 0€30MacHOCTH TepcoHambHbIX gaHHblXx s WCI/x
OLICHMBAETCSl HE BbIlIe cpeAHeil. OOBEKTUBHBIE MPEINOCHUIKH ISl pean3aluu
yrpo3 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX CYIIECTBYIOT, HO HPHUHSTHIE MEPbI
obecrieueHus: 0€30MaCHOCTH MepCOHANBHBIX AaHHBIX B MICII/IH He1oCTaTOUHBI.

C yuyeTom cocTaBa (kaTeropun) u oobema oopadarsiBaembix B MCIIJIH
MEPCOHANIbHBIX JJAHHBIX, & TAKXKE YPOBHSA 3aIIMILIEHHOCTH NEPCOHATBHBIX JaHHBIX
B UCII/IH (HeoO6xoaumo oOecrieyeHre He BbIE YeM BTOPOTO YPOBHS
3alUIIEHHOCTH MEPCOHATBHBIX JAHHBIX) OMACHOCTh YIpo3 0€30MacHOCTU
NEPCOHANBHBIX JaHHBIX Uil paccMaTtpuBaeMbix TUoB MCII/IH oueHnBaeTcs He
BbIILIE CpeniHel. B pe3ynbrare HapyIieHust OAHOTO U3 CBOMCTB 0€30MacHOCTH
NePCOHABHBIX JAHHBIX (KOH(UACHIIMAIBHOCTD, IIEIOCTHOCTD, TOCTYITHOCTB)
BO3MOXKHBI YMEPEHHbIE HETaTUBHBIE MOCIeACTBHs s OnepaTopa U CyObeKTOB
NepCOHANBHBIX AaHHBIX. [Ipy 3TOM onmacHOCTh yrpo3 6€30MacHOCTH
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NIEPCOHANIBHBIX JAHHBIX, HAITPABJICHHBIX HA HAPYIIEHUE UX LETOCTHOCTH U
noctynHocty npu oopadotke B MCII/IH oueHuBaercs kak Hu3Kas. B pesynbrare
HapyIIEHUs OJHOTO U3 CBOMCTB 0€3011aCHOCTU NEPCOHAIBHBIX JAaHHBIX
(LIeTOCTHOCTBD, JOCTYHOCTh) BO3MOKHBI HE3HAUUTEIIbHbIE HETaTUBHbBIE
nocneacTsus 11t OnepaTopa U CyObEeKTOB IEPCOHAIBHBIX JaHHbBIX.

[TepeueHp akTyanpHBIX YIpO3 O€30MACHOCTH NEPCOHATIBHBIX TAHHBIX IPU UX
obpadotke B MICIT/IH 0O6pazoBaTenbHOrO yupekaeHus npuseaeH B [lpunoxeHun
Ne 1.

5.4. COBOKYIHOCTh ~ IPEANOJOKEHUA O BO3MOXHOCTSX, KOTOpPbIE MOTYT
WCITOJIB30BAThCS MPU CO3JAHUU CIIOCOOOB, MOATOTOBKE M MPOBEACHUM aTak s
paccmatpuBaeMbix TunoB MCII/IH, B ciiydae npuMeHEHHs B HUX JUIsl 00eCIeueHus
Oe3onacHocTH mnepcoHanbHbIX AaHHbIX CK3U, ¢ yderom 0a30BOro (HHM3KOIO)
NOTEHIMAIa BO3MOXKHBIX HApYyIIUTENIEedW M NpeAnpuHAThIX OrnepatopoM Mep
obecniedyeHnss O€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX, CONEPKUTCS B MPHIOKEHUN
Ne 2.
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[Tpunoxenne Ne 1

k YacTHO# Mojenu yrpo3 6€30MmacHOCTH EPCOHATBHBIX JaHHBIX

B MH(GOPMAILIMOHHON CHUCTEME NEPCOHAIBHBIX JTaHHBIX

MKOYVY «Kazpmanembsinockast OOL» Kammpckoro myaunumnansHoro paiiona Boponexckoii o01acti

ITepeueHpb akTyanbHBIX YIpo3 0€30MACHOCTH MEPCOHATBHBIX JTaHHBIX MPH UX
o6pabotke B UCII[In MKOYVY «Ka3zemanembsinoBckas OOILL

AKTyalbHOCTb
No Wnentuduxarop UCTIOJIB30BaHUS
- /11 yrpossl u3 banka Haumenosanue yrpossl (mpuMeHeHus) 1 IIpumeuanue
JTAaHHBIX YIpo3 MOCTPOCHHUS U
peayn3aIiy aTaKk
1 VYrpo3sa anmapaTHoro copoca napons BIOS Mauiast BepOSITHOCTB peasin3aliuy yrpo3sl. Huskas
YBU.004 p P P P HeakrtyansHo p p LI YD
BO3MOXHOCTb peajn3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
2. VEIL008 YTpo3a BOCCTAaHOBIICHUS! ayTEHTU(UKALMOHHOM AKTVANBHO CpenHsis BepOSITHOCTh peanu3aiuu yrpossl. CpenHss
' nHdopmanuu Y BO3MOKHOCTb peanu3alyy yrpo3bl. CpelHssl ONaCHOCTb YIpO3bl
3. VEIL.009 Yrpo3a BocCTaHOBIEHHUS IpEAbIAYILEN Heakrvaibho Maunast BepoSITHOCTB peanu3anuu yrpossl. Huskas
) ys3sumoit Bepcuu BIOS Y BO3MOYHOCTb peajn3aluuu yrpo3bl. Hu3kas onacHOCTb yrpo3bl
4. Yrpo3a necTpyKTUBHOIO U3MEHEHUs CpenHsist BEpOSITHOCTD peann3anuu yrpossl. CpeaHss
YBHN.012 po3a AlecTby y HeaxkryansHo pell p P H peal
KOH(UTypanuu/cpepl OKpy>KEHHs IPOrpaMm BO3MOKHOCTb peajn3alyy yrpo3sl. Huskas onmacHOCTb yrpo3sl
5. VEIO13 VYrpo3a necTpyKTUBHOIO UCIIOJIb30BaHUS HeaxTyasHo Huskas BeposiTHOCT peanu3anuu yrpossl. Cpensss
) JeKapupoBanHoro ¢pyHknunonara BIOS BO3MOXHOCTb peajn3aluuu yrpo3bl. Hu3kas onacHOCTb yrpo3bl
6. VYrpo3a JIUTENbHOTO yAEpKAHUS Huskas BeposiTHOCTE peanu3anuu yrpossl. Cpensss
YBU.014 posa it YAEp Heakryansno P p 1K yIp pell
BBIUUCIIUTENBHBIX PECYPCOB MOJIB30BATEISIMU BO3MOKHOCTb peanu3alyy yrpo3sl. Huskas omacHOCTB yrpo3sl
7. VEILO015 VYrpo3a gocTyna K 3aniunaeMsM daiinam ¢ AKTyabHO CpenHsis BEpOSITHOCTD peanu3anuu yrpossl. CpeaHss
) UCIIOJIb30BAHHEM 00XOIHOTO IyTH BO3MOKHOCTb peanu3alyy yrpo3bl. CpeHsisi ONaCHOCTb YIpO3bl
8. VEN.018 VYrpo3a 3arpy3Ku HEMITaTHON ONEepaluOHHON AKTVAIBHO Huskas BeposTHOCTB peanu3anuu yrpossl. Cpensss
' CHCTEMBI Y BO3MOJKHOCTH peayi3ayy yrpo3el. CpeHssi OHaCHOCTh YIPO3BI
9. Yrpo3a n30BITOYHOTO BBIAEICHUS OTIEPAaTUBHON Huskas BeposTHOCT peanmu3anuy yrpo3sl. CpemHss
YBN.022 P A P HeakryanbHo p p 1 yTp pen
IaMSTH BO3MOKHOCTH peasi3aly yrpo3sl. Hu3kas omacHOCTh yrpo3bl
10. Yrpo3a u3MeHEeHUs1 KOMIIOHEHTOB CHCTEMBI CpenHss BEpOSITHOCTh peann3auy yrpo3bl. CpemHssa
YBN.023 p HeaxtyansHo pen p P T TP pen
BO3MOJKHOCTH peayi3aly yrpo3sl. Hu3kas omacHOCTh yrpo3bl
11. VEN.027 Yrpo3a uckaxxeHus BBOAUMOM U BBIBOJIUMOMN Ha HeaxryabHo Marnas BepossTHOCTh peasin3anuu yrpo3bl. Huzkas
' nepr¢epruitHbIe YCTpOHCTBa HH(POPMAIHN BO3MO>KHOCTh peann3anyy yrpo3bl. Hiskas onmacHOCTh yrpo3sl
12. Yrpo3a uCoNnb30BaHNs albTEPHATUBHBIX ITyTEH Cpensss BEpOSTHOCTh peann3aniy yrpossl. CpenHss
YB1.028 AKTyansHO
' JOCTyNa K pecypcam Y BO3MOXKHOCTbh peasin3anuy yrpo3sl. CpeHsist OMacHOCTh YTPO3bl
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AKTyanbHOCTb
No Wnentuduxarop HCIOJIb30BaHUSA
i yrpo3sl u3 banka HaunmenoBanue yrposst (mpumeHeHus) 1 IIpumeuanue
JAHHBIX Yrpo3 MOCTPOEHUS U
peann3alyy aTaKk
13. Yrpo3a ncnonbp30BaHus HHPOPMAIHN Hwuskas BeposTHOCTE peanm3anuu yrpo3sl. CpenHsis
YBU.030 WACHTU(DHUKAINN/ayTeHTH()UKAIIIH, 3aJaHHON IO AKTyanbHO BO3MOJKHOCTH peani3anuu yrpo3sl. CpeqHsst OTacHOCTh YTPO3HI
YMOTYaHHIO
14. VEI.031 Yrpo3a nucnonb30BaHUs MEXaHU3MOB AKTyabHO Huskas BeposTHOCTE peanus3anuu yrpossl. Cpenanss
) aBTOPH3ALMU ISl MOBBIICHUS] TPUBUIETHI BO3MOKHOCTb peanu3alyy yrpo3bl. CpeHsisl ONaCHOCTh YIPO3bl
15. VEIL045 VYrpo3a HapylmeHHs N30SI CPEbI Heakrvaibho Maunast BepoSTHOCTb peann3anuu yrpossl. Huskas
) ucnonaenus BIOS Y BO3MOXHOCTb peaji3aluy yrpo3el. CpeqHssl ONaCHOCTh YIPO3bI
16. VYrpo3a HapylnieHus: IpoLeaypsbl Manast BeposATHOCTh peann3anuu yrpo3bl. Huzkas
YBU.046 ayTeHTH(UKaIMK CyObEKTOB BUPTYAILHOTO HeakryanbHo BO3MOXHOCTb peajn3anuu yrpo3sl. CpeqHss OMacCHOCTh YIPO3bI
MH(OPMAIMOHHOTO B3aUMO/ICHCTBUS
17. VEIL049 VYrpo3a HapylleHUs LENOCTHOCTHU JaHHBIX Kella HeakTyamsHo Manast BeposTHOCTb peanu3anuu yrpo3sl. Huzkas
BO3MOXHOCTb peajn3aluu yrpo3sl. Hu3kas onacHOCTh yrpo3sl
18. Yrpo3a HEeBO3MOKHOCTH BOCCTAHOBIECHUS Mautast BepOSITHOCTB peayin3aiiuy yrpo3sl. Huskas
YBUN.051 ceccuu pabots! Ha [I9BM npu BIBOzIE U3 HeakryanbHo BO3MOXHOCTb peanu3anuu yrpo3bl. Huskas onacHOCTb yrpo3sl
IIPOMEKYTOUHBIX COCTOSIHUN MUTAHUS
19. VEM.053 Yrpo3a HEBO3MOKHOCTH yNPABIECHUS IPaBaMU HeakTvansso Manast BeposTHOCTb peanu3anuu yrpossl. Huskas
) noJsib3oBaresneit BIOS Y BO3MOYHOCTb peajn3aluuu yrpo3bl. Hu3kas onacHOCTb yrpo3bl
20. VEIL.059 Yrpo3a HEKOHTPOIMPYEMOTO pOCTa YUcIa HeaxTyasHo Maunast BepoSITHOCTB peann3anuu yrpossl. Huskas
) 3ape3epBUPOBAHHBIX BEIYUCIUTEIbHBIX PECYPCOB BO3MOKHOCTb peaju3alyy yrpo3sl. Huskas omacHOCTb yrpo3sl
21. VEI067 Yrpo3a HEMpaBOMEPHOTO O3HAKOMIIEHUS C AKTVAIBHO CpenHsis BEpOSITHOCTD peanu3anuu yrposbl. CpenHss
) 3amuiaeMoi nHdopmanuen Y BO3MOKHOCTb peanu3alyy yrpo3bl. CpelHsisl ONaCHOCTb YIpO3bl
22, Yrpo3a HECAaHKIIMOHUPOBAHHOT O Huskas BeposiTHOCT peanu3anuu yrpossl. Cpensss
YBN.071 BOCCTAHOBJICHUS YJAJI€HHOH 3aIMIIAeMOM AKTyanbHO BO3MOYHOCTB peajn3aluu yrpo3bl. CpelHssl OacHOCTb YIPO3bl
nHdopmannu
23. VYrpo3a HECaHKIIMOHUPOBAHHOTO BBIKIFOUEHUS Manast BeposSITHOCTb peanu3anuu yrpossl. Huskas
YBU.072 w1 00X0/1a MEXaHM3Ma 3alUTHl OT 3alUCH B HeaxtyanbHo BO3MOKHOCTb peanu3aluu yrpo3bl. CpeHss OaCHOCTb YIpO3bl
BIOS
24, VEIL074 YTrpo3a HECAaHKIMOHUPOBAHHOTO JIOCTYTIA K AKTVAILHO Hwuskas BeposTHOCT peanm3anuy yrpo3sl. CpenHss
' ayTeHTH(UKAITMOHHON MH(pOopMaImn Y BO3MOJKHOCTH peayi3auy yrpo3el. CpesHssi OHaCHOCTh YIPO3BI
25. VEILO075 YTrpo3a HECAaHKIMOHUPOBAHHOTO JIOCTYTA K HeaxTyamsHo Mautast BepOSITHOCTB peasin3aliuy yrpo3sl. Huskas
BHPTYaJbHBIM KaHAJIAM Mepeaadu BO3MOKHOCTH peayi3ayy yrpo3el. CpesHssi ONaCHOCTh YIPO3BI
26. VYrpo3a HECAaHKIIMOHUPOBAHHOI'O AOCTYIA K CpenHsis BepOSITHOCTD pean3aliy yrpo3bl. CpenHsis
YBU.084 CHCTEME XpaHEHUs JaHHBIX U3 BUPTYAIBHOW U AKTyanapHO BO3MOKHOCTH peain3anuy yrpo3sl. CperHssi OacHOCTh YIPO3BI

(nn) GU3NIECKON CETH
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AKTyanbHOCTb
No Wnentuduxarop HCIOJIb30BaHUSA
i yrpo3sl u3 banka HaunmenoBanue yrposst (mpumeHeHus) 1 IIpumeuanue
JaHHBIX YyIPO3 MOCTPOCHHUS U
peann3alyy atak
27. VEIL086 YTpo3a HECAHKIIMOHNPOBAHHOTO H3MEHEHUS HeakTvanbio Huskast BeposiTHOCTB peanu3anuu yrpo3sl. Cpensss
) ayTeHTH()MKAIMOHHON MH(pOpMaIN Y BO3MOXKHOCTh pPeaJIM3alyi yrpo3bl. Hu3kas omacHOCTh yrpo3sl
28. VEIL087 YTpo3a HECAHKIIMOHNPOBAHHOTO MCIIOIb30BAHMUS HeakTvanhio Manas BepOATHOCTb peanu3anun yrpo3sl. Huskas
) MIPUBWJICTUPOBAHHBIX QyHKIHH BIOS Y BO3MOYHOCTB peajn3aluu yrpo3bl. CpelHssl OacHOCTb YIPO3bl
29. VEIL088 YTpo3a HECAaHKIIMOHUPOBAHHOTO KOMTMPOBAHMS AKTVAILHO Cpensss BepOATHOCTh pean3anin yrpossl. CpemHsis
] 3amuIaeMoi HHGopMaIiH Y BO3MOXKHOCTb peasin3anuy yrpo3sl. CpeHsist OacHOCTh YTPO3bI
30. VEIL089 YTpo3a HECAaHKIIMOHUPOBAHHOTO AKTVAILHO CpenHss BepOsSTHOCTh pean3aliy yrpossl. CpemHsisa
' pelaKTUPOBaHUS peecTpa Y BO3MOXHOCTb peajn3aliu yrpo3sl. CpeqHssl ONaCHOCTh YIPO3bI
31 VEI.090 Yrpo3a HECaHKIIMOHUPOBAHHOTO CO3/IaHUS AKTVAIBHO Cpennsisi BepOsTHOCTh peanu3aiuu yrposbl. CpeaHsis
) Y4YETHOM 3aIMCH MOJIb30BaTENS Y BO3MOYXHOCTh peanu3aiuu yrpo3bsl. CpeHsisi OMacHOCTh YTPO3bl
32, VEIL091 Yrpo3a HECAaHKIIMOHUPOBAHHOTO yalCHUS HeakTvansao Huskas BeposTHOCTB peanu3anuu yrpossl. CpenHsas
' 3amuiaeMoi HHopmauu Y BO3MOXHOCTb peajn3aluu yrpo3sl. Hu3kas onacHOCTh yrpo3sl
33. VEIL093 VYrpo3a HECAaHKIIMOHUPOBAHHOTO YIPaBICHUSA HeakTvansao Mautast BepOSITHOCTB peasin3aliuy yrpo3sl. Huskas
' oydepom Y BO3MOXHOCTb peajM3alni yrpo3sl. Hu3kast omacHOCT yrpo3sl
34. VEI.100 Yrpo3a 00X0aa HEKOPPEKTHO HACTPOSHHBIX HeakTvansao Mautast BepOSITHOCTB peasin3aliun yrpo3sl. Huskas
' MEXaHU3MOB ayTeHTH(PHUKAIUN Y BO3MOXHOCTb pean3anyu yrpo3sl. CpeqHssl ONaCHOCTh YIPO3BI
35. VYrpo3za nepe3arpy3ku anmnapaTHbIX U CpenHss BepOSITHOCTD peayin3aliuy yrpo3bl. CpenHsis
YBU.113 NIPOTPaMMHO-AIIAPATHBIX CPELCTB HeakryanbHo BO3MOXHOCTb peanu3anuu yrpo3bl. Huskas onacHOCTb yrpo3sl
BBIYHCIIUTEILHON TEXHUKH
36. VEM115 VYrpo3a nepexsaTra BBOAUMON W BBIBOJUMON Ha HeakTvanthio Manast BepoATHOCTb peanu3anuu yrpo3sl. Huskas
' nepudepuiiHple ycTpoicTBa HHQOPMALIIH Y BO3MOXKHOCTb peasin3anuy yrpo3sl. CpeHsisi OIacHOCTh YTPO3bl
37. VEIL121 YTpo3a MoBpexIeHNsI CHCTEMHOTO peecTpa HeakTyabHo Manast BepoATHOCTb peanu3anuu yrpo3sl. Huskas
BO3MOXKHOCTh peasin3aly yrpo3bl. Hu3kasi onacHOCTh yrpo3sl
38. VEI.123 VYrposa nogdopa napoiust BIOS HeaxTyamsho Maunast BeposSITHOCTb peanu3anuu yrpossl. Huskas
BO3MOKHOCTb peanu3aluy yrpo3bl. CpelHsisi ONaCHOCTb YIpO3bl
39. VEIL124 VYrpo3a noaaenku 3anuceil xypHana HeakTyansao Manast BeposSITHOCTb peanu3anuu yrpossl. Huskas
) perucTpanyy coObITHH Y BO3MOKHOCTb peanu3aluy yrpo3sl. Huskas onmacHOCTb yrpo3sl
40. VEBIL129 Yrpo3a noaMeHbl pe3epBHON KOMUU HeakTyansao Manast BeposSITHOCTb peanu3anuu yrpossl. Huskas
) nporpaMMmHoro obecrieuenus BIOS Y BO3MOXXHOCTb peajn3anuu yrpo3bl. Hu3kas onacHOCTb yrpo3bl
41. VEU.140 VYrpo3a npuBeIEeHUSI CUCTEMBI B COCTOSIHUE HeakTyansHo CpenHss BepOSITHOCTD peain3aliiy yrpo3bl. CpemHsis
' «OTKa3 B 00CITYKHUBAHHUN BO3MOJKHOCTH peayi3aly yrpo3bl. Hu3Kkas omacHOCTh yrpo3bl
42. VEN.144 Yrposza nmporpammHoro copoca mapoist BIOS HeaxTyansHo Marast BeposSITHOCTh peanu3aiuu yrpo3bl. Huzkas
BO3MOJKHOCTH peayi3ayy yrpo3el. CpesHssi ONaCHOCTh YIPO3BI
43. YBU.145 Yrpo3a nporycka npoBEepKH LETOCTHOCTH HeaxryanpHo Marnas BeposTHOCTB peasin3aiiuu yrpo3bl. Huzkas
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AKTyanbHOCTb
No Wnentuduxarop HCIOJIb30BaHUSA
i yrpo3sl u3 banka HaunmenoBanue yrposst (mpumeHeHus) 1 IIpumeuanue
JAHHBIX Yrpo3 MOCTPOEHUS U
peann3alyy aTaKk
MIPOTrPaMMHOT0 00ecIeUeHNUs BO3MOKHOCTh peajn3alyy yrpo3bl. Hu3kas omacHOCTb yrpo3sl
44, VEN.152 VYrpo3a ynaneHus ayTeHTH(PUKAIHOHHONT HeakTvanbio Mautast BepOSITHOCTB peasin3aliuy yrpo3bl. Huskas
) nHdpopmanun Y BO3MOKHOCTh peajn3alyy yrpo3bl. Hu3kas omacHOCTb yrpo3sl
45, VYrpo3a ycuneHus BO3A€iCTBHS Ha Huskas BeposTHOCT peanu3anuu yrpossl. CpenHss
YBU.153 BBIYHMCIIUTENILHBIE PECYPCHI IOJIB30BATENEN MTPU HeakryansHo BO3MOXHOCTb peajan3aluu yrpo3bl. Hu3kas omacHOCTb yrpo3bl
MTOMOILY CTOPOHHUX CEPBEPOB
46. VYrpo3a yTpaThl BEIYUCIUTENBHBIX PECYPCOB Huskas BeposTHOCTB peanu3anuu yrpossl. CpenHss
YBU.155 HeakryansHo
BO3MOXHOCTb peajn3aluu yrpo3sl. Hu3kas onmacHOCTh yrpo3sl
47. VEU.156 VYrposa yrpatsl HocuTenel nHGopMauu AKTyasHO Huskas BeposTHOCTB peanu3anuu yrpossl. Cpenssas
BO3MOXHOCTb peajn3alyu yrpo3sl. CpeqHssi ONaCHOCTh
48. VEI.158 VYrpo3a popmarupoBaHus HOCHTEINEH HeakTvansHo Manast BeposTHOCTb peanu3anuu yrpossl. Huskas
' nHpopmanuu Y BO3MOXHOCTb peajn3aluu yrpo3sl. Hu3kas onacHOCTh yrpo3sl
49. VEN 162 Yrpo3a skcrutyatariu UQpPoBOil MOAMUCH HeaxTyambHo Manas BeposATHOCTh peain3anuu yrpo3bl. Huzkas
IIPOTPaAMMHOTO KO/ia BO3MOXHOCTb peajM3alni yrpo3sl. Hu3kast omacHOCT yrpo3sl
50. Yrpo3a HEMOATBEPKICHHOTO BBO/IA TAHHBIX Mautast BepOSITHOCTB peasin3aliun yrpo3sl. Huskas
YBU.177 OIIEPaTOPOM B CUCTEMY, CBA3aHHYIO C HeakryanbHo BO3MOXHOCTb peanu3anuu yrpo3bl. Huskas onacHOCTb yrpo3sl
0€300aCHOCTBIO
51. VEN.178 YTrpo3a HECAaHKIIMOHUPOBAHHOTO HCIIOIB30BAHUS AKTyabHo CpenHss BepOSITHOCTD peayin3aliy yrpo3bl. CpenHsis
) CUCTEMHBIX U CETEBBIX YTHIIUT BO3MOKHOCTb peanu3alyy yrpo3bl. CpelHsisl OHaCHOCTb YIpO3bl
52. VEI.179 VYTrpo3a HECaHKIIMOHNPOBAHHOH Mo IUpUKaN Heakrvaibho CpenHsis BEpOSITHOCTD peanu3anuu yrpossl. CpenHss
) 3amuIaeMon HHGopMaIu Y BO3MOKHOCTb peaju3alyy yrpo3sl. Huskas omacHOCTb yrpo3sl
53. VEI.180 VYTpo3a 0TKa3a MoACHUCTEMBI 00eCTICUeHUS HeaxTyasHo Maunast BepoSITHOCTb peanu3anuu yrpossl. Huskas
) TEMIEPATYPHOrO pesKuMa BO3MOKHOCTb peanu3alyy yrpo3bl. Huskas onacHOCTb yrpo3sl
54, VEIL182 VYrpo3a pusnueckoro ycrapeBaHus anmapaTHbIX HeaxTyasHo Maunast BeposSITHOCTb peanu3anuu yrpossl. Huskas
) KOMIIOHEHTOB BO3MOKHOCTb peanu3anuy yrpo3bsl. Huskas onmacHOCTb yrpo3sl
55. Yrpo3a HECAaHKIIMOHUPOBAHHOTO U3MEHEHUS Manast BeposSITHOCTb peanu3anuu yrpossl. Huskas
YBU.185 apaMeTpOB HACTPOUKH CPEACTB 3aIUTHI HeaxtyanbHo BO3MOKHOCTb peanu3aluu yrpo3bl. CpeHss OIaCHOCTh YIpO3bl
nHpOpMaUN
56. VEN.191 Yrpo3a BHEAPEHUS BPEJOHOCHOTO KO/Ia B AKTVAILHO Huskas BeposTHOCT peann3anuy yrpo3sl. CpemHss
' JUCTPUOYTHUB IPOTPAMMHOT0 00eCTIeYeHNUS Y BO3MOJKHOCTH peayi3ayy yrpo3el. CpeHssi OHaCHOCTh YIPO3BI
57. VEN.192 VYrpo3a ucnosab30BaHus YA3BUMBIX BEpCU AKTyaTbHO CpenHsis BepOSITHOCTD pean3aliiy yrpo3bl. CpemHsis
' IIPOTPaAaMMHOTO 0becriedeHHs BO3MOKHOCTH peanu3ayy yrpo3bl. CpesHssi OHaCHOCTh YIPO3BI
58. VEU.205 Yrpo3a HapymieHus paboTel KOMIBIOTEPA U HeakTyansHo CpenHss BepOSITHOCTD pean3aliiy yrpo3bl. CpenHsis

6J'IOKI/IpOBaHI/I$[ JI0CTyna K €ro 1aHHbIM M3-3a

BO3MOKHOCTH pean3aliy yrpo3bl. Hiskas omacHOCTh yrpo3sl
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AKTyanbHOCTb
No Wnentuduxarop UCIIOJIb30BAHUS
i yrpo3sl u3 banka HaunmenoBanue yrpo3sl (npuMeHeHus) st [Mpumeuanue
JaHHBIX YyIPO3 MOCTPOCHHUS U
peann3alyy atak
HEKOPPEKTHON pabOTHl YCTAHOBJIECHBI HA HEM
CPEACTB 3aLINUTHI
59. YTpo3a HeNEeIeBOTo HCIIOIB30BaAHHS CpenHsist BepOSITHOCTE pean3aiiy yrpo3bl. CpemHsis

YBN.208

BBIYHCJIUTCIbHBIX PECYPCOB CPCACTBA
BBIYHCIIUTCILHON TEXHUKH

HeakryansHo

BO3MOXKHOCTb peaIM3aliuu yIrpO3bl. Huskas omacHocTh YIrpo3sl
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[Tpunoxxenune Ne 2

k YacTHO# Mojenu yrpo3 6€30MmacHOCTH EPCOHATBHBIX JaHHBIX

B MH(GOPMAILIMOHHON CHUCTEME NEPCOHAIBHBIX JTaHHBIX

MKOYVY «Kazpmanembsinockast OOL» Kammpckoro myaunumnansHoro paiiona Boponexckoii o01acti

COBOKYITHOCTB MPEIIOJIOMKEHUN O BO3MOKHOCTSIX, KOTOPhIE MOTYT MCIIOIb30BaThCS MPU CO3aHUU CIIOCOOOB,
noAroToBke u nposenenuu atak s UCILH, ecnu nis obecrieuenrs 0€30MacHOCTH MePCOHATBHBIX JaHHBIX
npuHATO penieHue npuMmenenuss CK3U

AKTyanbHOCTb
N UCTIOJIB30BaHUS
Ne YTo4YHEHHBIE BO3MOKHOCTH HAapyIIUTENE! 1 HallpaBJICHUS aTak
(mpuMeHeHus) st O0oCcHOBaHHME OTCYTCTBHS
n/n (COOTBETCTBYIOIINE AKTyaJIbHBIE YIPO3BI)

MOCTPOCHUS U
pearn3aIiy aTaKk

1.1. | [IpoBegeHue  aTaku  TOpU  HAXOXKICHMH B  Ipeaenax AKTyanpHO
KOHTPOJINPYEMOI1 30HBI
1.2. | IIpoBeaenue atak Ha 3tamne dkcruryararuun CK3U Ha crnenyromme HeaxryanbHo IIpoBomsTcst pabOTHI MO MOAOOPY COTPYIHHKOB, MPUBUIICTHPOBAHHBIC

OOBEKTHI: nosib3oBarenu MCII/IH Ha3HauaroTCs U3 4Kciia JOBEPEHHBIX JIUIL.
JIOKYMEHTALUIO Ha CK3H1 H KOMITOHEHTEI cpenbl ObecrnieunBaeTcss KOHTPOIUPYEMBIA TOCTYN (KOHTpOJIMpyeMas 30Ha) B
(hyHKIIMOHUPOBAHUS; aJIMAHUCTPATUBHBIC 3MaHUs W (WJIM) MOMEIICHUS C KOMIIOHCHTAMH

MOMEILEHUs, B KOTOpBhIX HaxozsaTcss komnoHeHTel MCIIAH, Ha
KoTopbIxX peann3zoBanbl CK3U u cpena GyHKIMOHUPOBAHUS

UCTI[JH. Yka3aHHblE NOMEIIEHHUsI OCHAUIEHbl BXOAHBIMU JBEPHMH C
3aMKaMH, YCTaHOBJEH TMOPSIOK JIOCTylla B OJTH IIOMEIICHHS,
MPETSATCTBYIOIINAN BO3MOKHOCTH HEKOHTPOJIUPYEMOTO
MIPOHUKHOBEHHSI HJIH PEOBIBAHMS JIHII, HE NMEIOIIX MpaBa JOCTyIa B
HuX. B pabodee Bpems, B cioyyae yxojaa IWI, UMEIOIUX IPaBO
CaMOCTOSITEIBHOTO JIOCTYNa B yKa3aHHBIC TOMEIIEHUS, a TakkKe B
Hepabodee Bpems JBEPH ITHUX IMOMEIICHWN 3aKpBIBAIOTCS Ha KIIOY.
Jloctyn mocTopoHHUX JHI] B ToMmerneHus: ¢ kommnonentamu WVCIIJIH
JIOTyCKAaeTCsT TOJbKO B TMPUCYTCTBUM JIMIl, HMMEIOMIMX IPaBO
CaMOCTOSTENIFHOTO JOCTyIa B JaHHBIC TIOMEIICHHS Ha BpeMs,
OTpaHUuYEHHOE CITy’keOHOM HEO0OXO0IUMOCTBIO. [Ipu 3TOM
MPEINPUHUMAIOTCS MEpBl, HCKIIOYAIOIIAE BO3MOXHOCTH JOCTYIIA
MOCTOPOHHUX JIMI[ K 00pabaThiBa€MBbIM MEPCOHANBHBEIM JAHHBIM U
JPYTAM 00BbEKTaM 3aIUTHI.

YcTaHOBIICH MOPSAIOK 00SCIICUNBAIONIUN COXPAHHOCTh TOKYMEHTALIUI
Ha CK3W, MamuHHBIX HOCHTeNeH WHPOpMAIUU C KOMIDICKTAaMH
BocctanoBneHusst CK3M, HocuTeneld KIIIOYEBOW, NApOIbHOH |
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AKTyanbHOCTb
N HCIOJIb30BaHUSA
Ne VY To4YHEHHBbIE BO3MOXKHOCTHU HapyIIUTENel U HalpaBJIeHHs aTak
W (COOTBETCTBYIONHE AKTYANHHEIC YTPO3EL) (mpumeHeHus) 1 O0ocHOBaHHE OTCYTCTBHSA
MIOCTPOCHHUS U
peann3alyy atak
ayreHTuumpyromeii maHQOpMarm. okymenramms Ha CK3U u
YKa3aHHBIC HOCHUTENIN XPAHATCS TONBKO B celdax MM 3aKpBIBAEMBIX
Ha Kmo49 IMmKapax (SMHUKAX) B  YCIOBHSX, MPEMATCTBYIOMINX
CBOOOZHOMY JOCTYITy K HUM IIOCTOPOHHHUX JIUI]
1.3. | Ilomy4yenue B paMKax NMPEIOCTABICHHBIX IIOJIHOMOYHH, a TaKKe B AKTyanpHO
pe3ysbTaTe HaOIIOICHNH cienyrome nHopMaIum:
CBEJICHUH O (PM3MYECKUX Mepax 3alluThl OOBEKTOB, B KOTOPBIX
pa3merens! pecypesl UCIIH;
CBEJICHHH O Mepax 10 OOecCredyeHHI0 KOHTPOJIMPYEMOH 30HBI
00BEKTOB, B KOTOPBIX pa3menieHsl pecypesl MCII/H;
CBEICHUII 0 Mepax IO Pa3TPaHUUEHHUIO JOCTYIa B IOMEIICHUS, B
KOTOpbIX Haxopsarcs koMnoHeHTsl WCIIJH, Ha KOTOpBIX
peamuzoBansl CK3U 1 cpena pyHKIIMOHMpOBaHUS
1.4. | Ucnonp3oBanne mratHeIXx cpencte  WCII[AH, B KOTOpoOi AKTyanabHO
ucnonssyercsi CK3U, orpannuennoe peanuzoBanueiMu B UCITIH
MepaMH, HallpaBIECHHBIMH Ha TNPEIOTBpPAICHHE W MpecedeHue
HECAHKIIMOHUPOBAHHBIX JEHCTBUH
2.1. | ®Ousnveckuit moctynm k kommoHeHTaM HWCII[IH, Ha KOTOpPBIX Heakryanbno [IpoBomsTcst paboTHI MO MOAOOPY COTPYAHUKOB, MIPUBHIICTUPOBAHHEIC

peamuzoBansl CK3U 1 cpena pyHKIIMOHMpOBaHUS

nosib3oBareny MCIIJIH Ha3HayaroTesl U3 4Kcia J0BEPEHHBIX JIULL.
Ob6ecrneunBaeTcs KOHTPOIMPYEMBIH TOCTYN (KOHTpOJIMpyeMas 30Ha) B
aMUHUCTpPATUBHBIE 3JaHUA W (WJIM) MOMENIEHUS C KOMIIOHEHTaMH
UCTI/[In. Yka3aHHblE MOMENICHUS] OCHAIICHBI BXOJHBIMHU JIBEPHMH C
3aMKaMH, YCTaHOBJIEH TOPSAJOK JOCTylma B OJTH TOMEIIEHUS,
MPETSITCTBYOLU I BO3MOXHOCTH HEKOHTPOJIUPYEMOTO
MIPOHWKHOBEHUS WM MPEOBIBAHUS JIUI, HE UMEIOIIMX MIpaBa JOCTYIIa B
HuX. B pabodee Bpems, B ciydae yxoja JIWI, HMEIONIMX MPaBO
CaMOCTOSITEJIBHOTO JIOCTyNa B yKa3aHHblE MOMEILIEHUS, a TakXke B
Hepabodee BpeMs JIBEPH 3TUX MOMEIICHUH 3aKphIBAIOTCS Ha KIIOY.
Hoctyn mocropoHHUX Jul] B nomewieHus: ¢ komnoneHtamu WCIIIx
JIONYCKaeTcss TOJbKO B MPUCYTCTBUM JIMI, MMEIOIIMX MPaBo
CaMOCTOSITEIBHOTO JIOCTyla B JaHHBIE TIOMEIIEHUS Ha BpeMms,
OTpaHUYEHHOE ciyxeOHOoM HEO0XO0IUMOCTHIO. IIpu  sTOM
MPEANPUHUMAIOTCSI MEPBI, HUCKJIOYAIOIHEe BO3MOXKHOCTH JIOCTYIIA
MIOCTOPOHHUX JHUI[ K 00pabaThiBaéMBIM MEPCOHANBHBIM JaHHBIM W
JIPYTAM 00BEKTaM 3aIUTHI
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n/n

YTOYHEHHBIE BO3MOXKHOCTH HApYIIUTENEH U HalpaBJICHHS aTakK
(COOTBETCTBYIOIINE AKTyaIbHBIC YTPO3BI)

AKTyanbHOCTb
HCIOJIb30BaHUSA
(mpumeHeHus) 1
MIOCTPOCHHUS U
peann3alyy atak

O0ocHOBaHHE OTCYTCTBHSA

2.2.

Bo3MoXHOCTB pacrosnaraTe MIH BO3IEHCTBOBATh HA amIlapaTHbIE
komroHeHTsl CK3U 1 cpeny pyHKIIMOHUPOBAHUS, OTPaHUICHHAS
Mepamu, peannzoBaHHBIMA B VICII/IH, B KOTOpPOH HCHOIB3yeTcs
CK3H, HanpaBiieHHBIMM Ha MpPENOTBPALIEHUE M IPECEUYEHUE
HECAaHKIIMOHNPOBAHHBIX JEHCTBUH

Heakryanbno

BazoBoro (HHM3KOro) TOTEHIMANa HAPYIIUTENS HEJIOCTaTOYHO I
peanu3ayuy yrpos3sl.

IIpoBonsTcs paboTHI MO MOAOOPY COTPYAHUKOB, IIPUBIICTUPOBAHHEIC
nosib3oBareny MCIIIH Ha3HayaroTes U3 YKcia J0BEPEHHBIX JIULL.
ObecneunBaeTcss KOHTPOIUPYEMBIA TOCTYN (KOHTpOJIHpyeMas 30Ha) B
aIMUHUCTpPATUBHBIC 37aHUA U (WJIKM) MOMEIIEHUS C KOMIIOHEHTaMH
UCTI/[In. Yka3aHHbIE MOMENICHUS OCHAIICHBI BXOJHBIMHU JBEPHMH C
3aMKaMH, YCTaHOBJEH TOPSAJOK JOCTyla B OJTH [OMEIICHUS,
MPETSITCTBYIOLIU I BO3MO>KHOCTH HEKOHTPOJIHMPYEMOTO
MPOHUKHOBCHHMSI WM MPEOBIBAHMUS JIMII, HC UMCIOIINX TIpaBa JOCTYIa B
HuUX. B paboduee Bpems, B ciydae yxoja JHWI, MMEIOUINX I[PaBO
CaMOCTOSITENIFHOTO JIOCTyIa B YKa3aHHBIC IOMCHICHHS, a TaKkKe B
Hepabodee BpeMs IIBEPH JTHX IMOMEIICHUH 3aKpHIBAIOTCSA Ha KIFOY.
Hoctyn moctopoHHUX Jul] B nomewieHus: ¢ komnoneHtamu WCIIIx
JIOITyCKAaeTCsT TONBKO B TPUCYTCTBHM JIUI, WMEIONINX IPaBO
CaMOCTOSITENIFHOTO JOCTyIla B JaHHBIC IIOMCIICHHS Ha BpeMd,
OTrpaHHYEHHOE  cioykeOHOW  HeobOxomumocTthio.  Ilpm  3TOM
MPEeANPUHUMAIOTCSI MEPBI, HWCKIIOYAIOIINe BO3MOXKHOCTh JIOCTYyIa
MOCTOPOHHUX JUI] K 00pabaTbiBaeMbIM MEPCOHATBHBIM JaHHBIM U
JIPYTUM 00BEKTaM 3aluThI.

OcymecTBisieTcsl pa3rpaHUYeHUe, PETHCTpalus W y4eT JOCTyma
nonb3oBaresied MICITJIH k oObeKkTaM 3aluThl C MCIOJb30BaHUEM
opranuzaguoHHbix mMep u cpeacts MCII[n. I[lpaBamu ynpaBineHus
(aIMUHHCTPUPOBAHIS) UCTIn o01amaroT TOJIBKO
MIPUBWIETUPOBAHHBIE MOJIb30BATEIN

3.1.

Co3nanue cnoco0oB, NOATOTOBKA U IIPOBEJEHUE aTak C
NPUBJICYCHUEM CIICHAINCTOB B O00JAaCTH aHaJM3a CHIHAJIOB,
conpoBoxaaomux — QyHkuuonuposanue CK3W  wu  cpenst
(YyHKIMOHMPOBAaHUS, X B OONACTH HCHOJB30BAHUS UL
peanu3anyuy aTak HeJOKYMEHTHPOBAHHBIX (HEIEKIapHUPOBAHHBIX)
BO3MOKHOCTEH HMPUKIIATHOTO IPOTPAMMHOTO 00eCTIedeHUS

Heaxtyanszo

He ocymectBusercss 00paboTka CBEICHUI, KOTOpHIC
MPEJICTaBISITh MHTEPEC IS peaTn3alliid BO3MOKHOCTH.
BricOokass CTOMMOCTH W CIOXHOCTh MOJTOTOBKH  peajH3alud
BO3MOXKHOCTH.

Jnst VUCIIIH akTyaabHBI

MOTYT

YIpo3bl 0E30MaCHOCTH  IMEPCOHAIBHBIX
JAHHBIX TpeTBeFO THIIA, HEC CBsI3aHHBIC C HAJIUYUCM
HETOKyMEHTHPOBAHHBIX  (HEIEKIapHUPOBAHHBIX) BO3MOXHOCTEH B
I/ICHOJ'H)?:yeMOM CUCTCMHOM n HpI/IKHaHHOM HpOFpaMMHOM
obecrieueHuun
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AKTyanbHOCTb
N HCIOJIb30BaHUSA
Ne VY To4YHEHHBbIE BO3MOXKHOCTHU HapyIIUTENel U HalpaBJIeHHs aTak
W (COOTBETCTBYIONHE AKTYANHHEIC YTPO3EL) (mpumeHeHus) 1 O0ocHOBaHHE OTCYTCTBHSA
MIOCTPOCHHUS U
peann3alyy atak
3.2. | IIpoBenenne nabopaTOPHBIX HCCIICTOBAHUHA CK34, Heaxryansao He ocymectBnsercs o0paboTka CBemeHHI, KOTOpHIE MOTYT
UCTIONB3YEMbIX BHE KOHTPOJIMPYEMOH 30HBI, OrpaHHYECHHOE MPEACTABISITE MHTEPEC (MOTUBAIINIO) [T pEaN3alliii BO3MOKHOCTH.
Mepamu, peannzoBaHHBIMEA B MCII/IH, B KOTOpOH HMCHONB3yeTCs Bbicokass CTOMMOCTb M CJIOKHOCTb IIOJArOTOBKM  peau3aluu
CK3H, HampaBineHHBIMH Ha NpENOTBpAIICHHE M MpEcEedeHHUE BO3MOXKHOCTH
HECAaHKIIMOHUPOBAHHBIX ACHCTBUH
3.3. | IlpoBenenne paboOT MO CO3MAHMIO CHOCOOOB M CPEACTB aTak B HeakryansHo He ocymectBusercss o00paboTka CBeleHHH, KOTOpBIE MOTYT
Hay4YHO-MCCIIEJIOBATENIbCKUX LIEHTPaX, CIECHUATU3UPYIOIIUXCI B MIPEJCTaBIATh HHTEpeC (MOTHBALIMIO) JUIS peau3allii BO3MOXKHOCTH.
obmactu  paspaborku u aHamm3za CK3U  um  cpensl Bbicokass cTOMMOCTE H  CIOXHOCTh HOJTOTOBKH  peaM3alliH
(YHKIHOHUPOBAHHS, B TOM YHCIIC C UCIOJB30BAHUEM HCXOHBIX BO3MOKHOCTH
TEKCTOB BXOJSIILIETO B CpeAbl (hYHKIMOHUPOBAHUS IPHUKIIAJHOTO
IPOrPaMMHOro obecredeHus, HeIOCPEACTBEHHO UCIIOIb3YIOLIEro
BEI30BHI NporpaMMHEIX GyHKnnit CK3U
4.1. | Co3manme cnoco0OB, NOATOTOBKA M IPOBEJCHHUE AaTaKk C HeakryansHo He ocymectBusercss o00paboTka CBeieHHH, KOTOpPBIE MOTYT
NPUBJICYCHUEM CIELHUAINCTOB B OOJIACTH HCIIOJIB30BAHUS IS MPE/ACTABISITH HHTEPEC ISl pean3aliii BO3MOXKHOCTH.
peanu3alyy aTak HeJOKYMEHTHPOBAHHBIX (HEICKIAPUPOBAHHBIX) Bbicokass cTOMMOCTE H  CIOXXHOCTh HOATOTOBKH  pean3alid
BO3MOKHOCTEH CHCTEMHOTO IIPOTPaMMHOTO 00eCTIeYeH S BO3MOXKHOCTH.
Hns WCIIJH axTyanbHBI Yrpo3bl OE30MacHOCTH IEpCOHATBHBIX
JAHHBIX ~ TPEThEro  THUNA, HE  CBA3aHHBIE C  HAIWYHUEM
HETOKyMEHTHPOBAHHBIX  (HEIEKIAPHUPOBAHHBIX) BO3MOXHOCTEH B
UCTIONB3YE€MOM  CHCTEMHOM W TNPHUKIAJHOM  NPOrpPaMMHOM
obecrieueHuu
4.2. | Bo3MOXKHOCTh pacrojiarath CBEJICHUSIMH, COAEPKAIIMMUCS B HeakryainbHo He ocymectBnsercs o6paboTka CBeleHHI, KOTOpblE MOTYT
KOHCTPYKTOPCKOW  JOKyMEHTallMd  Ha  almapaTHele | MPEACTaBIATh HHTEpEC (MOTHBALIMIO) JUTS PeaM3allii BO3MOXKHOCTH.
MpOTpPaMMHBIE KOMITOHEHTHI cpeabl pyHKmoHuposanus CK3U OTCyTCTBYeT B HQJIWYMHM KOHCTPYKTOPCKas IOKYMEHTalus Ha
amnmaparHble ¥ IPOrpaMMHbBIE KOMIOHEHTHI Cpe/Ibl ()yHKIIMOHUPOBAHUS
CK3U1
4.3. | Bo3moxxHOCTh pacriojarath HWIM BO3AEHCTBOBATH Ha JHOOBIC Heaxryanszo He ocymectBnsercss o0paboTka CBeleHHMH, KOTOpBIE MOTYT

komrtoneHTs! CK3U 1 cpenbl GyHKIIMOHMPOBaHUS

NPE/ICTABISITH MHTEPEC (MOTUBALINIO) ISl PEaU3aI[MH BO3ZMOKHOCTH.
bazoBoro (HM3KOro) moTeHIMana HapyLIMTENs HEAOCTATOYHO I
peanu3alyy yrpossl




